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In the digitally advanced society, software is becoming increasingly central, driving high-value creation
across industries. It's particularly influential in accelerating technological advancements in key areas
of the Fourth Industrial Revolution, such as mobile computing, quantum computing, the Internet of
Things (IoT), autonomous vehicles, big data, artificial intelligence (Al), robotics, and blockchain. The
acceleration of digital transformation deepens the complexity and dependence in digital society,
posing potential threats while also serving as a foundation for enhanced safety through digital
technology. The rise in natural and social disasters, along with frequent safety threats in digital
spaces, has made securing digital safety for citizens a primary concern. The expansion of software
applications increases potential risks, leading to accidents causing physical, social, and economic
damages, necessitating preventive and management measures.

Software safety refers to the state where there is sufficient preparation against risks to life or physical
harm from accidents caused by software, in the absence of external breaches. This can be divided
into two concepts. First, ‘Safety of Software” ensures the integrity of software itself, maintaining the
safety level to prevent accidents caused by the software. Recent examples include autonomous
vehicles and smart factories, where embedded software must guarantee integrity and safeguard
against potential risks. Software algorithm malfunctions and abnormal operations can lead to human
casualties. Second, ‘Safety through Software’ focuses on utilizing software safety features to reduce
and prevent potential accidents, and ensuring safety in emergency situations. This includes incidents
where software errors in safety devices fail to prevent, and instead cause, major accidents. This report
examines such cases to analyze shortcomings and directions for improvement in software safety
management, identifying areas needing further enhancement. Through this, we aim to systematically

examine our policy’s improvements within the safety management framework.
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How India train crash may have happened
Exact sequence of events still under investigation

I Goods train [l Coromandel [l Howrah Superfast
Express Express

1 Coromandel Express heading south to Chennai and Howrah
Superfast Express heading north within the 130kph limit

>
EEEEEEEEEE HMI/.,J‘/j&--II

2 Coromandel Express leaves expected main line route and joins
loop line after signalling failure. It hits stationary goods train

EEE l---le H T

3 Coromandel Express derails after impact. Rear of Howrah
Superfast Express collides with derailed carriages

I A
.H.,ii.,lllllr,llﬂl

J/j

4 Some of Howrah Superfast Express carriages are also derailed

N 1~-l-$
| |

III]H\H.,'MHM NEEEEEEE

vvvvvvvvvvvvvvvvvv

Source: India’s Ministry of Railway (Railway Board) B]B]

=X : BBC NEWS 22|}, https://v.daum.net/v/VSSUTDIffz
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22 Reuters, U.S. agency probing self-driving Cruise car crash in California, 2022.07.08.
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