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Global governments are paying attention to SBOM (Software Bill of Materials),
a document that describes the component information in software products,
as one of the means to enhance the transparency of the software supply chain.
This is due to the increase in threats such as security and license through the
software supply chain formed on the basis of trust along with the spread of
software reuse including open source software. As software reuse is evaluated
as an essential element across all industries as a means of rapid application
of new technologies along with digital transformation acceleration, it means
that the management of the threats is also recognized as a task that must be
solved.

The Japanese government has established a software task force within the

Ministry of Economy, Trade and Industry, and is preparing a way to establish
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a concept, verify effectiveness, and institutionalize it through SBOM proof-
of-concept in the medical, automotive, and software fields. This movement
is expected to expand to the ICT sector through the ICT Cyber Security
Comprehensive Measures 2022. In terms of open source software supply chain
management, the EU intends to build and manage a software inventory for
European public services by promoting projects such as EU-FOSSA and FOSSEPS.
In addition, the use of SBOM is recommended through the medical device and loT
security guide, and the institutionalization foundation is being laid by promoting
legislation to apply SBOM to products including digital elements, including cloud
service and medical device certification. The UK, which is highly interested in ICT
security, also applied SBOM-like baselines to security guidelines to strengthen
the security of the communication network service supply chain. China formed
3S-LAB, a cooperative system to review SBOM in order to prepare measures to
strengthen software supply chain security, and published SBOM white papers
and guides centering on CAICT, expanding the basis for widespread use. The
Netherlands came up with an effective SBOM introduction plan by monitoring the
SBOM policies promoted by other countries.

Global trends, such as distributing SBOM white papers and guides, promoting
proof-of-concept, and preparing institutionalization measures to ensure
transparency in the software supply chain, are being confirmed. Recognizing SBOM
as a standard for evaluating the global competitiveness of the domestic software
industry, companies should actively review the introduction of SBOM in terms of
production, distribution, and application. The government's promotion policies that

support this need should be prepared from a mid- to long-term perspective.
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Software bill of materials(SBOM) program integration, not exhaustive
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Developers Legal Risk Compliance Privacy Procurement Infosec*
Integrate SBOM Develop and Analyze SBOM Implement Create Work to ensure Identify code
into software implement to identify governance processes vendors supply that may be
development life | standardized known structure and to ensure SBOM for impacted when
cycle to identify contract clauses vulnerabilities policies to confidentiality software they vulnerability is
and remediate requiring SBOM and balance ensure SBOM of, and access provide identified
vulnerabilities use and cost vs known use throughout to, certain
more rapidly service-level organization information
agreements about an entity
is protected

Information security

EX{: McKinsey(2022.9.19.), “Software bill of materials: Managing software cybersecurity risks”
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(BOM) used in acquired systems or products. This will may help in the tracking of
vulnerable systems in a healthcare organization's infrastructure based on publicly
available vulnerability information.” - ENISA 2|27 |7| EQt710|E

- SBOM2 SWd 24 7HA[ES sl 2ot 2[aiol| thet e AE tiSS 7Hssi
517 [W=20f| 10T 222 Mol Chel HIZ=HoF st n 2%
*(PRO-13) PROVIDE SOFTWARE BILL OF MATERIALS (SBOMS) FOR IOT DEVICES” -
ENISA loT £Q7}0|= e

22t2E MH|A, 2|&27(|7] 224t QISH|A M SWSaL EHM H1E 25H
SBOM £9!2 HESI7LI SBOMO| =5t= MHE Q

- Rl HetE 2R IS M i EIS FTsh=C 2A0{ SBOM 22| H HISo|
O

- wEolelet FEOA2|0A rMOIIZH OhH(Cybersecurity Act)*2 HI&3H ENISAO]
S ALO|HEOH 015 TyQlQ3 1= AR

- ENISA= 2212 QISHA =pF'E 3R3

222 MH|A HIBXKCloud Service Provider: C )7} ZAGHOF B HOH et

5120 X|ZHs 2ot AH|A0| CHEH SBOM Za|et 174 9 A| SBOM K22

=x

35 ENISA(2020.11), “GUIDELINES FOR SECURING THE INTERNET OF THINGS”
36 EUR-Lex(2019.4.17.), “Cybersecurity Act”, https://eur-lex.europa.eu/eli/reg/2019/881/0j, 2022.12.15, B2
37 ENISA(2020.12)), “EUCS - CLOUD SERVICES SCHEME”
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*“(DEV-02.1) The CSP shall maintain a list of dependencies® to hardware and software
products used in the development of its cloud service (DEV-02.3) The CSP makes its list of

dependencies available to customers upon request” - ENISA 22FRE QIS =

- 2|2 7|7]| OFH Bt E 9|5l EOf A| &lS3H0F 5k 215 R0l SBOMO|| E3t= HEE
HEfGt=E @417
- EU UoflM 2|27 |7 S Totish | 2fsHA HMZ: RZAL EE= Ak BHEA| CE Marking
2IES FISaHof sh= L2 2|7 17| 7™ HIE

*olR7|7|E oz S = AESh= |, A, SW S2| H= = REo 2 Yo
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2
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Ho
ey
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o
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CE Marking 271 ot 0l|lA &12t5t QIS 7121 HIZoi| CHEt b

2hol| Weksh= YHO| S8 YE S ZRl6H=SE 8

*“Article 22.3 The information ... shall include all available details, in particular the data
necessary for the identification of the product, the origin and the supply chain of the product,
the related risk, ...” - Regulation No 765/2008 #

- SWELE0|| TS 2 X 7Hs6H S22 CE Marking Q150|A Q715H= 22 SWA 4

FYY & E 9I5HSBOM LI FARSICIL HIf*

EC= 98 LHoM CIXI” 248 JHX HE“ (0[5t CIX|E HZ)S EHolst7| 2ish
SBOM HIE2 Q75H=TAJ0|H{E2l2dt4(Cyber Resilience Act), H|oH

. Z2300| 2712 ol 2EEI| 245 ORI ®Zol| Cis) 5= 2E B35
AtO|EOF T2QI0|T PES s Y F7

Q|QIx}F ZH|0{2}0|2(Von der Leyen)0| 202151 92 ZXOIM0|A AIO|B{EQIO| ZE
EZ5IE QJaf| TAO B =2 | x|ot A&l ez

B =

38 OIEAIE MH-EMSISIES SHz AO|HEQHY Article 51(d)0fl 274tz &7 2JE2HA| S (st of dependencies)S SBOMO[2t = X|ESHT}

= A2 ABHA XOHHOH ’“*I

39 EMA, “Medical Devices”, h n/human-re verview/medical-devices, 2022,12.15 82

40 EUR-Lex(201745), R@Jlanon (EU) 2017/745 hnmﬁeuﬂexmmmm@l&g@lm@lww

41 EUR-Lex(2008.7.9)), ‘Regulation No 765/2008", https:/eur-lexeuropa eu/elireg/2008/765/0j, 20221215 B2

42 L1|':E*F‘—JE NCSC(2021.1.), “Using the Software Bill of Materials for Enhancing Cybersecurity”

43 “a product with digital elements”: 2= SW-HWH|Z2t 212 H0|H X2| £2RMOW-HWTRHQAES Zkel AN 22|=H 2IXIsts XS
X3

44 EC(2022.9.15)), “Cyber Resilience Act’”, https://digital-strategy.ec europa.eu/en/libra ber-resilience-act, 20221215 g2

45 EC(2021.9.15)), “State of the Union 2021", https://ec.europa.eu/info/strategy/strategic-planning/state-union-addresses/state-union-2021 en,
20221215 8%
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https://www.ema.europa.eu/en/human-regulatory/overview/medical-devices
https://eur-lex.europa.eu/eli/reg/2017/745/oj
https://eur-lex.europa.eu/eli/reg/2008/765/oj
https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
https://ec.europa.eu/info/strategy/strategic-planning/state-union-addresses/state-union-2021_en

- Qb= RIZEAZ} HIZC| et MO [ofl Qb Z|ABHstn AFRXIZ} A == prepp——
MA.Ek OIME HEF E;h;7 4 XM 2oz &
*AO|H{EQE I3 20| M2t HES 1521 265822 2F0tH, ?I& £&0| £2 ?_* JE%HIHE :Thé.*‘HOFﬂEh
S HZS 9|2 7|Bte| Mt W= ojmx o2 Hiojo} 5 (Anngx V 2(b)) (The techrTicaIAdocumelntation refgrred to in Article 23 shall
contain at least the following information, as applicable to the relevant
product with digital elements a description of the design, development and
< CIX|E ®|ZQ| AR ZA| X0l HISsl0f 3H= 7|2 20l Hot Tyl FokA e production of the product and vulnerability handling processes, including)
e oo o ) . complete information and specifications of the vulnerability handling
slo| =© o|= =
=408 2ol 52 2ol SBOMS Z&tA |7 |2 & processes put in place by the manufacturer, including the software bill of
- F/oFd 2A2 9l3) CIXIY MBo| 23T TH2AS SBOM 50| YHOR A materials.
71E &M
EAsfefjof et A= 71& EMeE ANE ZA 232 Ea Hot 9 ARS E4~ 0 El01S 215l
S Almge = SBOME E&ks|{of S}
* SBOME H|Z=AH-TL0HK}-2Kto| Z2atol| CHE! O[SHE SHAA|F|= HEE Hlastozk =TT e
=Xt O ESR] SSo| o [BHE SErl il i (Annex V 7.) (The technical documentation referred to in Article 23 shall
% & e mshs St C2o =) s 5
F H 2 tiSS Z&al LIt =32 0, 53| AM3R iR 9401 Chet contain at least the following information, as applicable to the relevant
HOF|oF =X 012 A=0f| &6t 2dgks &t product with digital elements) where applicable, the software bill of

materials as defined in Article 3, point (36), further to a reasoned request
from a market surveillance authority provided that it is necessary in
SBOM Md-Z3R-H|E BT AFE M2 ZetoZ KA order for this authority to be able to check compliance with the essential
requirements set out in Annex I.

EX: £C(2022.9.15.), “Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on horizontal cybersecurity

= 91T Holaitd | x|okMe T2y X3

[-*‘i 2] AI'OII:H —I'I'lJ Iﬂ I'A'I—I SBOM "I'—I' il —'-2'! requirements for products with digital elements and amending Regulation (EU) 2019/1020”; EC(2022.9.15.), “ANNEXES to the

~ PROPOSAL FOR A REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUCIL on horizontal cybersecurity requirements for
= SBOM 22 =3t
- = products with digital elements and amending Regulation (EU) 2019/1020"
ECE 73 4E10 SBOMS| BT} @48 7|88 4 Uct.
Zopal o (Article 10 15.) The Commission may, by means of implementing acts,
A= oS

specify the format and elements of the software bill of materials set out in
Section 2, point (1), of Annex .

EH 2=
CIX|E RIZ HZAHs SBOMES e WO R RZe| Flok- 1ML E <
Al 2AjgteHoF STt
HZALS] T Liot ((/j\nnefx | 2;12 (Manufactulrers (;flthe pro((j:lucts with digital elemegts s:all) oc:’li- Ic'!-'f’-f ICT 20}e| Hot 5} Jgic_llig =XI5H= 7}_3_[-"' swZZak EgiM QE
. identify and document vulnerabilities and components contained in the = 1= =
Qg Hio} = 5 olAlslT &t H T
A product, including by drawing up a software bill of materials in a commonly oL S °|' I'E SBOM= = = —|°|'J— =o L
used and machine-readable format covering at the very least the top-level
dependencies of the product; - 27fo| 22 Hot Al 5G Sl HOPYES Shobst= DCMS*0f|A] NCSCY2} Siial
CIX|E HE2 7H5518 SBOM B2 IXIE 71X QLo{of $iCt. HOFYH 21 51 0
XE o7 (Annex Il 6.) (As a minimum, the product with digital elements shall be - NCSCe MEEASE(GCHQ) AFSIe| AIO|HEOH MB J|ato2, 7|2 X|&! JHer 2

accompanied by) if and, where applicable, where the software bill of
materials can be accessed;

46 C|X|E230|C|0{AZZE (Department for Digital, Culture, Media & Sport), https:/www.gov.uk/government/organisations/department-for-
digital-culture-media-sport/,
47 Z7IA0|HH 2 OFHIE| (National Cyber Security Centre), https:/www.ncs
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https://www.gov.uk/government/organisations/department-for-digital-culture-media-sport/
https://www.ncsc.gov.uk/

) Q
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EUCH, HE| AedzZE= 95%7H 7I0|E HA 2 SE

« NCSC= 7|7| 29t 710|EE HY sl SBOM 22 H11

- QIE{LIE S5k REIo| QI30f LHSSIEZE 2HIY 7|7], EfEE, E S 2lEHiez
AZAE| 7|7 0] CHSH Ot 710| =S Hj =

-71712] YHI0|E MIE A0 LdEl F|oFEol JHM 0EE TS

T= o

o
T

HEE 7A7I=Hl Y= 7|&5hs SBOME &3l 22|Xt &

x|
U XA

ST MHIA 335 Hot Y3HE s B2 UHEHE 25D, 0| 2742
DCMS= SBOMIt 7|sHSo 2

+5G Y MY Hot ZSLE Qs SA(EoHH S 2AHZ ST MH|A HSXKL,
HIE 3 ZH| 35Xt 50| E48l{0F st 20t HEdd =0oF S7H
- RMIcH SA12 HokZA| 1| hitol| CHS CHEH OKAS 2leh R = d= Sl
S22l ENATE Wy ts 2ot maf|lel3 Hod X|7|
- 7|E9| BAI¥ 20032 SAI(E9hHH 20212 H{g%fﬂ, NE HOEXX| 3128 7|46t

TS L(EAZR]) 78 2022 2072 =30l

48 DCMS(2021.11.15)), “Government response to the call for views on supply chain cyber security”

49 NCSC(2021.6.), “Device Security Guidance”, https:/www.ncsc.gov.uk/collection/device-security-guidance, 2022.12.15, 82

50 legislation.gov.uk, “Telecommunications (Security) Act 2021”, https://www.legislation gov.uk/ukpga/2021/31/, 2022.12.15 Bt&

51 DCMS(2022.3.1.), “Draft Telecommunications Security Code of Practice”

52 DCMS(2019.7.), “UK TELECOMS SUPPLY CHAIN REVIEW REPORT”

53 legislation.gov.uk, “The Electronic Communications (Security Measures) Regulations 2022”, https://www.legislation.gov.uk/
ksi/2022/933/, 20221215, 8t2
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[ 3] S #SZE L SBOM 23 Hot Holsts

wes Eok 7|eHx|

HI3K} =52, SWHE R4, SWElo|H2{2|of CHSt QIMIEE| FX|
Third party tools(e.g. code compilers), software components
and software libraries that are used within and in the
development of the product are inventoried.

VA7
E-SW-EI0|E3{E| AFR
(Use of Tools, Software and Libraries)

VB3 2E U YLl Hils)
LiE A& oA 22| Any shared internal components or libraries are kept up to

(Internal Component Management)  date and only the latest stable, supported version is used.

VB4 X|@ish= IF THQARHIE Liofl ArE
Qe M Tt2| Only supported external components are used within a

(External Component Management)  product.

Z3]: NCSC(2022.3.), “Vendor security assessment”

54 NCSC(2022.3.), “Vendor security assessment”
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55 = 22(2019.828), “TItHRSZEITENE

56 ExEToIZ|I™AS|( 2022428) ERREEA REHIHERZER

57 5= I7MEESR, ERRERA DR EK (IEKENR )"

58 3= YESLI72, http://www.caictaccn/ e

59 CAICT qa.com(2022.617), “RE(SER E B R 218K (35CON ) BF REXH2EHEHRZE" 60 CAICT(2021.8), “HRHHRIHEZ 2 A ZH(2021)
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