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Is the encrypted information on the blockchain personal information?
: Focusing on blockchain-based distributed identity authentication service
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Executive Summary
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Blockchain is a decentralized technology suitable for 'implementing reliable services', such as
authenticating a specific person's identity or transferring money. It is implemented based on encryption
technology to secure reliability by using distributed ledger and to prevent damage that may occur due
to the reading of information on blocks. Recently, such blockchain technology is being used to create a
distributed identity authentication service. Although blockchain technology does not necessarily have to
be used when implementing a distributed identity authentication service, it seems that the decentralized
structure centered on the identity authentication party is similar to the distributed ledger technology
structure of the blockchain and is usefully used.

In order for users to use services such as blockchain-based virtual currency and identity authentication,
they must go through a registration process. In the process, the values that identify a specific
individual are volatilized and given an encrypted arbitrary representative value to use the service. In
addition, arbitrary representative values are publicly stored on the block and can be viewed by anyone.
Stakeholders trust that even though a value representing an individual is stored in a public storage, it is
safe information that cannot be re-identified only by encrypted circumstances.

Is the encrypted information on the blockchain really unrecognizable information (anonymous
information)? Is it not personal information (identifiable information or pseudonymous information)?
Given the premise that encryption is used as a means of de-identification, there is no question that
information is difficult or difficult to identify. However, if the information is anonymous to the extent that
re-identification is impossible, the service provider is not obligated to implement the protection measures
under the Personal Information Protection Act. On the other hand, if identifiable personal information or
pseudonymous information is subject to protection under the Personal Information Protection Act, the
service provider must fulfill the relevant obligations as a beneficiary of the applicable law.

From this perspective, this report intends to review @ what is encrypted information on the block and @
whether this encrypted information corresponds to personal information, focusing on the blockchain-
based distributed identity authentication service. According to the results, the issue of qualification
verification information is not personal information under the Personal Information Protection Act, and
the DID and public key are not pseudonymous information, but suggest that there is room for identifiable
information. Therefore, it is judged that distributed identity authentication service providers need to pay
attention to DID and public key.

As the flow of digital transformation is accelerating and new technologies such as blockchain develop, it
is necessary to make an effort to find specific validity for each case based on the Personal Information
Protection Act, subordinate statutes, and related guidelines. This report looked at these contents from a
researcher's point of view, and it is expected that it can be used as a reference when examining whether
the Personal Information Protection Act is applied to blockchain-based services.
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