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Executive Summary
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In May 2021, the Biden government of the United States issued an executive order
requiring the submission of SBOM (Software Bill of Materials), a document describing
software component information, for software products procured from the federal
government in order to enhance software supply chain security. As the number of
security threats through software supply chain such as SolarWinds, Kaseya, and
Log4J increases, it means that the federal government has started to manage them.
Based on the executive order, a government-wide implementation system was
established led by the White House and the Office of Management and Budget
(OMB) with public-private cooperation. National Telecommunications and Information
Administration (NTIA) and National Institute of Standards and Technology (NIST)
under Department of Commerce took the lead in framing SBOM with executing Proof-
of-Concept (PoC), and providing the standard of SBOM, respectively, to establish
theoretical verification and the foundation for the implementation of SBOM policies.
Cybersecurity & Infrastructure Security Agency (CISA) under the Department of
Homeland Security reviewed the content in terms of security, and operated virtual
workshops to raise awareness of SBOM and collect opinions. A public-private
cooperation system was also implemented to establish policies based on SBOM
international standard formats defined by non-profit foundations and best practices
for SBOM-like systems of global IT companies and to listen to the opinions of private
experts in related fields.

The US SBOM policy is inducing the spread of SBOM to the private sector through a
step-by-step process from concept establishment to institutionalization. First, SBOM
scope and effects were defined, and the Minimum Elements, the baselines to comply
with, were announced, with PoC conducted in actual industries such as medical
and energy. Guides on SBOM generation, software supply chain management, and
industry-specific security enhancement were distributed for standardized SBOM
utilization and information sharing. In order to strengthen software supply chain
security, departments in charge was instructed to revise the procurement regulations
by the executive order, and the legal basis for the spread of SBOM was established
through introduction of individual bills such as medical devices.

The SBOM policy promoted in the United States needs to be recognized as a direction
for enhancing the competitiveness of software companies, not only as a sanction of
the SW export destination country, as it is promoted in stages for stable introduction
in the public and private sectors. The foundation for SBOM settlement was prepared
through the initiation of an initiative and PoC, and the standardization of procedures
and formats was carried out as a guide. In order to induce a gradual spread to the
private sector, the institutional foundation is being laid by promoting legislation in
the public domain. In Korea, it is time for the government and companies to carefully

review the application of SBOM along with the preparation of countermeasures.
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Sec. 4. Enhancing Software Supply Chain Security
(e) ... Such guidance shall include standards, procedures, or criteria regarding: ...

(vii) providing a purchaser a Software Bill of Materials (SBOM) for each product directly or by
publishing it on a public website; ...

(f) ... and the Administrator of the National Telecommunications and Information
Administration, shall publish minimum elements for an SBOM.
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53) NTIA(2021), “Survey of Existing SBOM Formats and Standards”
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67) CONGRESS.GOV, "H.R.5793 - Cyber Supply Chain Management and Transparency Act of 2014", https://www.congress.gov/bill/113th-
congress/house-bill/5793/,2022.12.14. L&

080

MONTHLY SOFTWARE ORIENTED SOCIETY

O Aol B2 Ti2| X S HOIZ AP |, RIS 2017 7T AOIBHEH i QS 25isH loT
2 |0l gt SBOM 7| =0t 1S Ofd
- IO T0RH 1077l BOERFS 7 SWRARAS E8fefikfi O B BABID, Ol
A SBOM 2|2 258 2o

7 WU LU 0|2 fOIlﬂﬂ *'.LEI?fR-':lEIE 339 9 YU Ao Z SBOM MIES 9|3t
She= tHoKS sl st =
0 FEEA J|=-AH|A A2 Clis BOMS MIESHEE oh= "= EQHEE SWa2Y 2/ 22| 2021,70]
20213 720]| Ho|z|of 53 10 St S2f

|.

- A2 foiH @ BOM X%, @ BOMO]| 2 I%EJ TEQA0] HOHF[QFHO| gig2 015, @ YUE HoHy
% S A2 YRS 2F2f6h= 710|=8 ZEQHEEO|M HHZESHE=S o
*" . each contractor ... shall submit to the covered officer - (1) the bill of materials used for such

contract, upon the request of such officer ..."

- Slig Eol0] 222 20| AIRISIX| 180 S2E{ 210|= K| K&

O AITHH 2I27| 5212 PPl MEYMIE FIFE el A=t & e 2 |210f et SBOME MESH==

2l
Sh="PATCH &,/ |

AR HZHE! SWTAIR A0 CHel SBOME K&stz2 &

*" .. (4) The manufacturer shall furnish to the Secretary a software bill of materials, including

commercial, open-sourced, and off-the-shelf software components that will be provided to users. ..."

- 2022'A 32 5H Lot ohi| HAME SO Ho| = F

68) CONGRESS.GOV, “S.1691 - Internet of Things (IoT) Cybersecurity Improvement Act of 2017", https://www.congress.gov/bill/115th-
congress/senate-bill/1691/,2022.12.14. &2
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