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» harm : injury or damage to the health of people, or damage to property or the

> Safety is the state of being "safe”, the condition of being protected from harm or other
non-desirable outcomes.

» Hazard : potential source of harm

® ohH

» Safety can also refer to the control of recognized hazards in order to achieve an
acceptable level of risk. ‘

) r__ ==\

Wikipedia(2020) , safety  1SO/IEC Guide 51:2014 , Harm, Hazard $SPFIi ATEQO]HAHATAN 5
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Tolerable risk and ALARP A

Risk cannot be justified
except in extraordinary
Intolerable region circumstances

The ALARP or
tolerability region

Tolerable only if further risk
reduction is impracticable or if its
cost is grossly disproportionate to

(Risk is undertaken the iImprovement gained

only if a benefit is

desired)
As the nisk is reduced, the less,
proportionately, it isnecessary to spend to
reduce it further to satisfy ALARP. The
concept of diminishing proportion is shown
by the triangle
Broadly acceptable region It is necessary to maintain
assurance that risk remains at l
i : this level
(No need for detailed working
to demonstrate ALARP) |
Negligible risk EC 1664/98 ‘

IEC 61508, Electrical/Electronic/Programmable Electronic Safety-related Systems, Part 5 /ALARP "As Low As Reasonably Practicable” $ SPRI AZEY O YAATIA 13
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XtZ: IEC 61508

#+ (IEC 61508)

Frequency Consequence
Catastrophic Critical Marginal Megligible

Frequent | | | I
Probable | | 1l 1l
Occasional | I 11 1l
Remote I Il 11 v
Improbable 1l Il v A"
Incredible v v v v
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ot #F (IEC 61508)

Technique/Measure * Ref. SIL 1 SIL 2 SIL 3 SIL 4

1a | Structured methods ** C.2.1 HR HR HR HR |
1b | Semi-formal methods ** Table B.7 R HR HR HR
1c | Formal design and refinement methods ** B2.2 C24 --- R R HR
P Computer-aided design tools B.3.5 R R HR HR
3 Defensive programming c.2.5 -—- R HR HR
4 Modular approach Table B.9 HR HR HR HR
i) Design and coding standards C.2.6 R HR HR HR

Table B.1

[i] Structured programming C.2.7 HR HR HR HR
T Use of trusted/verified software elements (if available) C.210 R HR HR HR
a Forward traceability between the software safety C.2.11 R R HR HR

requirements specification and software design |

\

Xt&E: IEC 61508 S SPRiI ADEYOMAHA | 15



IEC 61508

e 78 / 0l=

« B : 49 CFR Part 236 Subpart H & |
v" FRA (Federal Railroad Administration)
v EN50128/IEC62279, AREMA C&S Manual #11

=
[ =18
‘c!'o

: 14 CFR 25.1309
v" FAA (Federal Aviation Administration)
v DO-178 A& #11

« ¥ X3 : 10 CFR Part 50
v" NRC(Nuclear Regulatory Commission)

150 26262

Avionics Software
IEC 62279
Railway Application

150 61513
Muclear Power Plants IEC 62304
Medical Device
ISO 62061 Software
Machinery

g A o

« B : Directive 2004/49/EC, 2008/57/EC
v S ABIX| %l
v 2t slgEe B KHo| o|H xFo| HEpha
/M =

+ & : Commission Reg. No 482/2008

v EASA (FEIESHH 7|
v ED-12B M1 (DO-178 1 L& Q)
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2HH HE SlL(Safety Integrity Level) H|il o
= o i oF & S Ol A
® QUM SES ot Z =OQlojA Helst 518 7IsT I &1} £t
ol& I 2 1l
Honflddadeere He &) MS

Generic (SILO) SIL1 SIL 2 SIL 3 SIL 4
(IEC 61508)
Automotive M ASIL A ASILB / ASIL D -
(150 26262) Q ASIL C
Medical Class A Class B Class C
(IEC 62304)
Machinery PLa PLb/PLc PLd PLe -
(IS0 13849)
Rail SILO SIL 1 SIL 2 SIL 3 SIL 4
(EN 50128)
Household Class A Class B Class C --
(IEC 60730)
Civil Aerospace Level E Level D Level C Level B Level A
(DO-178C)

XHE: SafeTTy System Ltd/ SIL(Safety Integrity Level) 2t £

/ .y i
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- A AHE QO Cist M ZEE (Severity) B 7}
- AT EQO7F i MZ= 0| 7|0St= = (Software Control Category) &7t

ey Description SOFTWARE SAFETY CRITICALITY MATRIX |

Software functionality that exercises autonomous control authority over potentially safety—
significant hardware systems, subsystems, or components without the possibility of predetermined SEVERITY CATEGORY |

safe detection and intervention by a control entity to preclude the occurrence of a mishap or

hazard. SOFTWARE - - ) .
CONTROL Catastrophic Critical Marginal Negligible

CATEGORY (1) @ @) )

1 | Autonomous

Software functionality that exercises control authority over potentially safety—significant hardware
systems, subsystems, or components, allowing time for predetermined safe detection and

Semi- intervention by independent safety mechanisms to mitigate or control the mishap or hazard. 1 SwCl1 SwCl1 Swel 3 SwCl4
autonomous | Software item that displays safety—significant information requiring immediate operator entity to
execute a predetermined action for mitigation or control over a mishap or hazard. Software
exception, failure, fault, or delay will allow, or fail to prevent, mishap occurrence.

2 SwcCl 1 SwCl 2 SwCl 3 SwCl 4
Soft war e functi ondity that issues commands over safety—si grificant har dwar e systemns, subsysters,
or components requiring a control entity to complete the command function. The system detection
Redundant anq functional reaction inpludes redundant, independent fault tolerant mechanisms for each
8 | tault tolerant | defined hazardous condition 3 SwCl 2 SwCl 3 SwCl 4 SwCl4
Software that generates information of a safety—critical nature used to make critical decisions. The
system includes several redundant, independent fault tolerant mechanisms for each hazardous
condition, detection and display.

- ) — 4 Swcl 3 SwCl 4 SwCl 4 SwCl 4
. Software generates information of a safety—related nature used to make decisions by the operator,
4 Influential . ) ) )
but does not require operator action to avoid a mishap
Software functionality that does not possess command or control authority over safety—significant
hardware systems, subsystems, or components and does not provide safety—significant 5 Swcl 5 Swcl 5 SwCl 5 SwCl 5
No safety . - ; R . e . .
5 impact information. Software does not provide safety—significant or time sensitive data or information that

requires control entity interaction. Software does not transport or resolve communication of safety—
significant or time sensitive data -

AE: MIL-STD-882E S SPRi czEYerMena | 19
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(Class € (by default)
el

// Cana .\"\

_//HAZARDOUS SITUATION ™
~arise from a failure of

Qb\ganﬂware'?
\/ olsl0 i3t SWYEt of &

— o

No

CONTROL measures external

Evaluate effeclweness of RISK ‘

to the software

= IEC 62304 (2| &)

v .
o W ot P L0 I " IEC 60730
et nomaccepale > SW P2 B 7 (RF= X XFA| Of BHX))

g R|5K‘? _,-/

¥

'Wgat sev;r\ﬁ\\r\ - _?_l 'c')'lz-ll 9_' AI:! 7_||'E |

-

‘\: of injury is .
\posable‘? " 4
™~ ~~" SERIOUS INJURY/death
Non SERIDLIS INJURY

— - ™ ‘

e

( CassA ) (| ClassB ) ( Casc )
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SW Quality Process
0;54( ;;,dw SW development Lifecycle
Acsessment 0 el Analyss> Design> Coding> Bt Integration
* Safety Inteprt]
SWSupport Process
3} Safety Plan, V&V of SW Safety, Safety Assessment
(Technique & Measure, Method, Objective / SIL, Outputs, Lifecyde Data, *++) |

SW Safety Process

ZX : Peter Feiler, Challenges in Existing System Safety Practices, CMU, Software Solutions Symposium 2017
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