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SUMMARY

1. Title

A Study on SW Safety Management Framework

2. Study Purpose and Necessity

Software becomes more complicated because of the development of software
technologies such as autonomous vehicles, drones, and Al, and many fields increase their
software dependency due to increased software convenience. As a result, the number of
software controlled systems increases and the probability of accident occurrence increases
because of software defects. Eventually, unlike the past, the impact of accidents caused
by software problems is also increasing, so software safety management becomes an
important factor in securing public safety.

According to the IEEE 1228 standard, software safety means preventing accidents caused
by software errors by analyzing and removing external risk factors to ensure the safety of
the entire system. Here, the software includes not only a system including controlling
software or used software in major safety fields such as trains, aircraft, power plants, and
safety facilities, but also all related softwares used for safety. These are national software
safety management activities to perform safety activities to ensure that such software does
not cause errors. As the software is directly related to our lives by the 4th Industrial
Revolution, software safety management activities become important and work well to
ensure the safety of people’s property and body.

Therefore, the purpose of this study is to present a framework for defining software
safety activities to secure future social safety. To this end, a software safety management
framework is proposed by examining safety management activities related to software, and
the software safety management framework is verified and supplemented by comparing
safety management activities in major software safety areas.



3. Study Composition and Contents

This study consists of 4 chapters.

Chapter 1 introduces the background and method of the software safety management
framework study and summarizes the research contents.

Chapter 2 derives a software safety management framework proposal by analyzing the
basic framework for existing safety management and supplementing software management
elements. To do this, the Disaster Safety Law of the Republic of Korea, which is the basic
safety management system, was analyzed to derive the safety management activities in
each stage of prevention-preparation-response-recovery. In addition, software management
activities are derived based on the representative software-based system management law,
Information and Communication Network Law, and the representative data management
law, Personal Information Protection Law. Then, a comparative analysis of these three laws
and expert consultations resulted in a software safety management framework proposal.

[Software Safety Management Framework Proposall

Safety
Organization, SafetyM AMATent Functions andRoles ‘ Plan of SafetyManagement
Management Plan Organiation
Object of . Acddent Report Acddent
Safety Management ‘ Safety Guide ‘ and Notification Investigation
Inspection and
Employee Qualification Certification : Adtion of
5 afety and Training Acddent Response Prevention Plan
Management Effect Evaluation
Activities Safety Test Damage
and Handling User P on Compensation
Sharing of o . :
Cafaly Status Manual/Training Dispute Resolufion
Safety Safety Culiure International ‘ ‘ SafetyInfomation SafetyTechnology
Infra Enhancement Collaboration Co-Utilization evelopment and Supports




Chapter 3 verifies the software safety management framework proposal of Chapter 2.
For verification, important fields of software safety management are selected, and
software safety management activities in the fields are investigated with the software
safety management framework proposal. Supplements of the framework are derived by
investigating whether each activity of the framework is implemented in individual fields.

To do this, expert surveys were conducted in order to select a field in which software
safety management is actively conducted. First, about 30 safety-related laws related to SW
safety were drawn and classified into 7 fields (Disaster Safety, Information and
Communications, Product Safety, Transportation, Facilities, Energy, Etc.). In addition, the
frequency of software accidents, the social impact of software accidents, the software
relevance, and the urgency of software safety management were derived as selection
criteria. The automotive, rail, and aviation sectors were selected as detailed fields for
conducting mvestigations on the status of software safety management through two expert
surveys with these criteria.

The current status of software safety management for selected sub-fields was
investigated based on the software safety management framework (proposal). As a result
of this investigation, most software safety management activities were conducted. In
addition, through the expert consultation, the difference between the disaster safety
management system and software safety management, which is the limitation of the the
derived software safety management framework proposal and important considerations of
individual activities were identified.

Chapter 4 presents the final software safety management framework by revising the
software safety management framework proposal with the investigations of the software
safety management conducted in Chapter 3 and expert opinions. The
prevention-response-preparation-recovery phase of the basic safety management system
was supplemented with (D Certification phase, @ Operation phase, (3 Emergency phase,
and @ Follow-up in terms of software management.

o Certification phase: defining the obejct of safety management, Safety
Test/Certification, Test/Qualification, and Risk Evaluation

o Operational phase: Performing Safety Inspection, Safety Maintenance and Resual



Opening, User Protection, and Manual/Training based on Safety Guide

» Emergency: Accident and Damage Report, Accident Response

» Follow-up: Accident Investigation, Relapse Prevention, Damage Compensation, Dispute
Resolution, etc.

Safety
Organization,
Management Plan

[Enhanced Software Safety Management Framework]

SafetyManagement
Organization

FunctionsandRoles

‘ SafetyManagement Plan

Certification Follow-up

Safety
Management
Activities

Safety Infra

In addition, as examples of overseas safety management improvement, the Vienna
Convention revision and legal system change in California, USA are introduced to enhance
the development of autonomous vehicle technology and then the traffic safety accident
investigation system in the United States and Australia to prevent accidents from

reoccurring do.

Object of Safety Management

Acadent and Defect Acadent
(Product/User/Infra) Report bwestiaatici
Safety Guide |
N N : Relapse
Test / Certification Safety Inspection Acddent Response Prevention
Maintenance and
. . Result Opening Damage
Test/Qualification Compenstation
User Protection
Risk Evaluation Manaual/Training Dispute Resolution
SafetyCulture ‘ L} Safety Technology nJ ‘ SafetyInformation International
Enhancement evelopmentand Suppo Co-Utilization Collaboration

Finally, Chapter 4 describes the summary and the limitations of the study.




4. Policy utilization

This study proposes a software safety management framework to secure future social
safety. In the era of the 4th Industrial Revolution, software-based automation technology
will be widely used, so software safety management for securing safety is becoming more
and more important. The results of this study can be used when developing policies for
the government’s software safety management system. In particular, it can be used as a
basic reference for the maintenance of software safety-related legal systems and the
deduction of detailed policy tasks related to software safety.

5. Expected effect

Since this study will be used as the basic reference for policy preparation to secure
software safety, it will contribute to strengthening the national safety capacity of the
software-oriented future society. It is expected that sooner or later, people will enjoy a
safer future and will be able to meet new industries in the future without risk
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. Argo Al, LLC « Imagry Inc. » SAIC Innovation Center,
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» Atlas Robotic, Inc. * Intel Corp » Samsung Electronics
* Aurora Innovation * Jingchi Corp * SF Motors Inc.
) ﬁitox Technologies Kaizr, Inc o Subaru
¢ Baidu USA LLC o Lyft, Inc. » Telenav, Inc.
» BMW * Mando America Corporation * Tesla Motors
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On Oct. 15, the Lufthansa Group subsidiary SWISS Radar in Uber's self-driving vehicle detected pedestrian Elaine
International Airlines grounded its A220 fleet for more than a  Herzberg more than five seconds before the SUV crashed into her,
day after the third flight was forced to divert or return to the according to a new report from the National Safety Transportation
departure airport with engine damage. Board. Unfortunately, a series of poor software design decisions

The NTSB—led investigation focused on a regently updated prevented the software from taking any action until 0.2 seconds
engine software that may have caused vibrations that tore  before the deadly crash in Tempe, Arizona,
the engine parts. The engine problems with the SWISS A220s ’
arose following a software upgrade, experts who are close
to the matter told Reuters news agency.
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