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Outlines

* Are you safe?
« Hazard & Risk in Avionics
« Fault injection

* Model based Automatic Risk analysis System (MARS)
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 Error, 0] 24
— SW-4AAH 2= Design Error
— HW = Softerror
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ol S{Al CHxHO| = Q

A9 2017 2016 2015 2014 2013

ot 291,285/ 303,578 315,736 297,337 294,707
E2uWE | 216,335 220,917 232,035 223,552 215,354
2} X 44 178 43,413 44,435 42,135 40,932
A= 692 391 623 4972 296
A K} 52 62 85 130 148
X| oA 53 61 53 79 84

https.//www.mpss.go.kr/home/policy/statistics/statisticsOkay/
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Error, 0f| 24
— SW-4AAH 2= Design Error
— HW - SOFE ERROR
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°
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Accident
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Soft Error ?

on packaging materials

Transistor Electrons Bit flip.
Neutrons i Transient pulse
@ sea level 2 i - Vs 1)
Si _» PMg+a - - ¥ - g
n . = @ — :‘EA]+p - - E‘- —
= #Mg+n+a o i & S
Packaging @ gy 0 _— - g -
Impurities 1
o e e
Ny, —_ . —_— LI —
10g
~" T =
Nuclear Physics Silicon Reaction
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Soft error 41}

I

N,
1 ] .._..i a0-=1 -
T AR hily Hl ol
RAMGell o F\
A o S

. \ E_D—'n
LT ‘_vh_r D D=1

1) :

PR - T
el dyr- Combinatorial Gate
! ": & )

Flip-Flop Thlls, I'sRcaledla ”so;:t f,-rrror-”.' =
Single Event Upset Single Event Transient
(SEU) (SET)
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Soft error A}g| ™ Z 1}

© User complaint Network operations center
E*" ider?

Not alarmed
Fault node
unknown

The Action Against Soft—Errors to
Prevent Service Outage, NTT
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Soft error

Soft error o4 Al

— Random glitch in semiconductor devices

Soft error &l ©1?

— 10 0|4 K| &= (cosmic rays): ¥ At =K}
N &AL *Ef At tHIEr =P

_ HIALAM E9| QA

I:I
i E
Soft error9| "7k 2 Ol
~7|=:0 XM 3|2 > & [ E k= P
— =L XtQ FALE TéHW&SW %’SE 1 >0 21
— 34 R, =X, 1105, 1= A H| #, tera & peta DRAM
« A}
- =G4 Ao Al & Ao & QI

uf A
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&= 0w

o
=

2018-11-15 Dependable Embedded Systems Lab. 10



Outlines

* Are you safe?
« Hazard & Risk in Avionics
« Fault injection

* Model based Automatic Risk analysis System (MARS)
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Hazard Risk
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Hazard Analysis Type (HAT)

 Conceptual Design (CD-HAT)
* Preliminary Design (PD-HAT)
* Detailed Design (DD-HAT)
 System Design (SD-HAT)
 Operations Design (OD-HAT)
» Human Design (HD-HAT)

I [
2018-11-15 Dependable Embedded Systems Lab. 13



Hazard Analysis Techniques

1. Preliminary Hazard List (PHL) 13. Software Sneak Circuit Analysis
2. Preliminary Hazard Analysis (PHA) (SWSCA)
3. Safety Requirements/Criteria 14.  Petri Net Analysis (PNA)
Analysis (SRCA) 15.  Markov Analysis (MA)
4. Subsystem Hazard Analysis (SSHA)  16. Barrier Analysis (BA)
5.  System Hazard Analysis (SHA) 17. Bent Pin Analysis (BPA)
6. Operations & Support Hazard 18. Threat Hazard Assessment (THA)
Analysis (O&SHA) 19. Hazard and Operability Study
/. Health Hazard Assessment (HHA) (HAZQOP)
8.  Fault Tree Analysis (FTA) 20. Cause Consequence Analysis (CCA)
9.  Failure Modes and Effects Analysis ~ 21. Common Cause Failure Analysis
(FMEA) (CCFA)
10. Fault Hazard Analysis (FaHA) 22. Management Oversight and Risk
11.  Functional Hazard Analysis (FuHA) ’ 'Srrif (MOET) A t
ircui i . Software Hazard Assessmen
12.  Sneak Circuit Analysis (SCA) SWHA)
2018-11-15 Dependable Embedded Systems Lab. 14



ED = EUROCAE Document

DO = RTCA DOcument

ARP = SAE Aeronautical
Recommended Practices

SAE= Society of Automotive Engineers
RTCA= Radio Technical Commission for
Aeronautics

EASA= European Aviation Safety
Agency

CS= EASA Certification specification
FAA= Federal Aviation administration

Safety Assessment Process
Guidelines & Methods
(ARP 4761/ ED-135)

Safety Assessment of Aircraft in
Commercial Service
(ARP 5150/ 5151)

Intended . 2

Alrorsft Function, Failure System
& Safety Design

Function : :
Information Information

L Guidelines for development of
Civil Aircraft and Systems
sl (ARP4754A /ED79A)

Functional
System

Guidelines for Integrated
Modular Avionics
(DO-297/ED-124)

—

R

Hardware Development
Life- Cycle -
(DO-254/ ED-80)

Life- Cycle

Software Development

(DO-178B/ED-12B)

Development Phase

Operation

In Service Operational Phase

2018-11-15

Dependable Embedded Systems Lab.
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3242

FAA FAR 25 1309

{

SAE ARP 4761
QHE Y W7}

A

—| SAE ARP 4754
— A/C *IAE‘"7HH|‘

A|AE M 'Y "
SW QA Test HW 7 ALst
RTCA DO-178C RTCA DO-254
SW 7|t HW 71
| 4761 || 4754
o [1 Mam
o
_ ll 178C | | 254
sw | | Hw
—— I
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L= o EPNES =/
— S TR 7|5 70 EXl € ARP 4754A
e St T| A|AEI M
— SHZ M X} OHA Tt K< ARP 4761
o« Zt A|AEI TTEHE A AL
- if(27 ™ +=F IJIE*)
then (B2 & U7|s =7 > &89 7hd)

+ 2H7| ; OfO| B 7 - ~
~A|AE T SSHWESW o Bt || A Y
— HW 2 4| < DO-254 ——
— SW A A < DO-178C %gf E%J

I

\_ J

I [
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SAE ARP 4754A
+ ARP4754A 0| 2

— Guidelines for Development of Civil Aircraft and Systems

o OIX|| A|AL?
— HW, SW 7}{ &+ o

7_II-A|AE-II gl A| AE ;?__| AbS T} A

— 2 O™ o ofLl

—dgLt o= TR?

ARP

4761
QH

ARP
— 4754

A A

——

DO-
178C
SW

DO-
254
HW

a

/

2018-11-15 Dependable Embedded Systems Lab.

18



4754A Scope

- BV 7|s 2 ES 187

« Validation:gt-= 7| 5! E

 Verification:®215 24 Sl ESZ 9

- g A= X eAAR e HE
X

» OHH HIL VAT E S =7 (DAL) &, V&V =0
A A5, S
» Cf& AP £
- 2SS AN
— AT EQ|0] 7} (DO-178C)
— MXHEZ 7)€t (DO-254)
— OHEd HIF 2B (ARP 4761)

2018-11-15 Dependable Embedded Systems Lab. 19




4754A process

Product Validation

—

Final
Product

Customer
Needs

Top Level
Requirements System

Integration
Concept

System Verification

System Syst.em
Requirements Testing

Requirements

are validated
against upper level
requirements

Subsystem
MU ICUINY Subsystem

Testin
L 4 d

Sub-System
Requirements

Hardware/Software

Development

Time

v

http://www.sarel-consult.de/en/consulting.html

2018-11-15 Dependable Embedded Systems Lab. 20




SAE ARP 4761

« ARP 4761 O|E

DITHEIE T A AE U FH| o] Y BT 4

= =_1- O O - O

« ARP 4761 ot& 87} &%}

02

~l Ol d
=SJENET

— 7l /&M HIHFunctional Hazard Assessment)
— Of|H] A|AE P = B IJH(Preliminary System Safety

Assessment)

— AN AH OFM = B JH(System Safety Assessment)

- ARP 4761 2t& BIt 7|H

— &R E gl ASEEM (Failure Mode and Effects analysis)
— 1% &= EAM(Fault Tree Analysis) ™\
, ARP ARP
— 9—|2|'_S/§>| EFOIMJE.:.”(Dependence D|agram) 4761 |- 4I754'
obH A A
— D23 = FM(Markov Analysis) — —
DO- DO-
178C 254
sSw HW
7
J
[ I
2018-11-15 Dependable Embedded Systems Lab. 21



ARP 4761 OFX T 7} Xk}

e 7|l oA E ™7} FHA

— Functional Hazard Assessment (FHA)

- 7|50 oot ny == AE 8

— S37|/AAH 7= MEE” > 7|02

— NXAZXH dor = 2= OFX QTFA |-
. 01||:|| )\|AE1I o}x—l u47|- PSSA

— Preliminary System Safety Assessment (PSSA)
- AZyxUS 25t 0|0 T 35t & A & i
— OlX QIAAISIEF MM Ol A=
5t 07| & K| 9 0f0|8 O 2 S| That oHH @ AL

y 01|H| A2 H R BIESA

— System Safety Assessment (SSA)

- AlAEl0] QX @ TLAKEO| HZ0| 2.8 Folsts H 7| X ol Bt

C

i

283t KA HE
nESESIRNL

S £

=
o

0>I

ool-

T

0%

2 AlH
= 1=

- 1 L- O

~ PSSAZHE 1t S A X|DF 1] 20| 7} CF 2 0 FHA 9! PSSAO| A & ©|
B2 HAA NN OIMQINSS RE S sl=X| &0l

2018-11-15 Dependable Embedded Systems Lab. 22




<C
T
LL
~
50
U|
K
——
1o

7S

m TH

X0 ok

I 360 5

<k T

ok ._u_._

Bl = N

4W <0

TR

m_uA_l 0 m_._._m
A_/ =M < 2] Mﬂe
H_A._E T ol . RO
L O .Al_ _._m| g ME IF 300 ol
~ H < o KO < 1K 80 "%
B sg O ool

= O £ 1o , Kl Ki K{ %0
S5 —« N LKOKOKOZ
© N3 302 HHMHR
Jo = Ho = IH am B0 R AT Ar <0
~ | 0 1 <o

Dependable Embedded Systems Lab. 23

2018-11-15



7|sollXE 87 FHA S F
Aircraft FHA

Funct
Failure Function Failure Condition Failure Effect Classification
Ref
11.1 Decelerate aircraft Landing / Loss of deceleration Crew is unable to stop the aircraft  Catastrophic
on ground RTO capability on the ground on runway.
1.1.2 Decelerate aircraft Landing Unannunciated loss of all Crew must use manual procedures ~ Major
on ground Automatic Stopping to stop the aircraft.
functions.

Brake System FHA

Funct
Failure Failure Condition Failure Effect Classification
Ref
36-40 Wheel Braking Landing / Loss of all wheel braking. Crew’s ability to stop the aircraft Hazardous
il RTO on runway is significantly reduced.
36-40 Auto-Braking Landing / Unannunciated loss of Crew must use manual procedures ~ Major
1.2 RTO Autobraking to stop the aircraft.

2018-11-15 Dependable Embedded Systems Lab. 24



CilH| A A5 QFH 87} PSSA
+ OflH| AJ 2B OFN 7} PSSA?

- 7|2 AA S CHN| A QEE A A O K
S ot 0] design tradeoff & CHfor &4 7|3| K|S

I [
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Ofj 0| A| A8l QHH H 71 PSSA I = H

* Inputs / Analyses

— Functional Hazard Analysis (12 A& Sl 2.5
- =5 22 AL FENESE S

- 24 2/9|, A=
— & e dAskE A FMEA (Single point failures)
- 1y ==54 FTA
- &2 E E A Common Mode Analysis
* QOutputs
— I} oM @ FL AL (Derived Safety Requirements)
— &= oS (Failure rate allocations)
— OtX &M (FTA & CMA) of alternative design

— Design tradeoff | A|

2018-11-15 Dependable Embedded Systems Lab. 26




A A5 QHE B 71 SSA

o A|AEl OFX I T} SSA?

— 0O - - O
~ Al A0| 9FH @ PAFEO| 550122 gHolo}
S AR ol B}
e
~PSSASH 5 LSS QAL
— PSSAE= A|AH

e |_ —r
Aol= 2=

—SSAE 7ol El 24 E4t=0| 2 2FAY =
SEot=X| & elole g5

I
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SSA H 11 A =X}

« HI1A 2 2F Compliance Summary

— A|AHl Ot 4 = System Safety Conclusions

A O O AL

— =9 &XY(latent) D& HE
— gH[ 2X}
- OFF 2T ARS W ES

_|

N
oIr
0
o
FO
I
HI
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» M E Bl ASFE M(Failure Mode and Effects

analysis)
o 1NA& == FA(Fault Tree Analysis)
« O|Z=/d C}0| 0| 12 (Dependence Diagram)
« Op=3 = F M (Markov Analysis)

gl

[
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SNPNCTE-]

Qe B
- 60T} &
. @xe

critical) 4AF
« FMEA Tabl

© 1o

Ofl Al

FMES Workshest
. L
Fiter g & = = = = = =
W | Function Name (Mo... |Failure Mode (Mo... |Failure Rate (M... |Mission Phase (M... |Failure Effect (Mo... DetectionMethod (Mode) |Comments (Mode)
Power Supply Monitor fri...
Posshie P/S shuts down supply and
1 +5 Vaolt +5Y out of spec. 0.214300 All Phases hl:l silj '.E. passes invalid power BSCU channel fails
SR supply(P/S)" to other BSCU
system
Power supply monitor
2 45V short to ground 0,285700 | All Phases P/S shutdown passes invalid P/S to other BSCU channel fails
BSCU system
[
2018-11-15 Dependable Embedded Systems Lab. 30



FMEA Table

FMEA Table

- AR FEEM U MZLE A,
— 02 9|O] 7|5 Al
FMEA worksheet

y ”’ilta”, = 28, s T8 HA

« 2/& & Risk Priority Number (RPN) = severity x occurrence x detection
« Severity: Importance of the effect on customer requirements
 Occurrence : Frequency with which a given cause occurs
« Detection: Ability of the control scheme to detect a given cause

u DEPE | O GeF | A4 | jolEA | 2dE Risk Priority #

2018-11-15 Dependable Embedded Systems Lab. 31



2.2 o

1Y == £ 4(Fault Tree Analysis, FTA)(y]

a

H}
o

A
A
— AND/OR =2

= 0|8
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2l 50|33 A|AH! FTA

Loss of All Wheel

Braking

LOSSALLWE

o
C1:4.95813e-007

Root - &

(2 S
7l &4)

| N
Mormal Brake System | |Alternate Brake System Emer Elrake
Does Mot Operate Does Not Operate Systern Do
LOSSNORMWE LOSSALTWB LUSSEI‘MERWEI\

Loss of Green Hydrulic
Supply

Loss of Mormal Brake
System Hydraulic ...

Loss of BSCLU Ability to
Command Braking

LOSSGRMHYD

LOSSNORMHYD

LOSSOFBSCU

A

:3.31625e-005

o

AND gate

Loss of Aircraft
Electrical Powerto .

BSCU Fault Causes
Loss of Braking ...

LSSBSCUPWR

BOTHBSCUSE

T
0:3.30625e-005

| -

BSCLUA Failure
Causes Loss of ...

BSCU2Z Failure
Causes Loss of ...

BSCU1FAILS

BECUZFAILS

OR gate

2018-11-15

Dependable Embedded Systems Lab.
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FHA, FMEA, FTA £t

FTA -

FTA —
FHA - System Code 24 FTA — Case 24-07-02-01
@ Case Sey FH
24-01-02-04 —
FHA determines effects 24-03-01-01 Case
of each hazard without 24030102
identifying the underlying 54-04-0401 |

LRU failure modes. FTA 22.05-03-01 @

ie;z;n;fnes these failure 5 23060303
24-07-02-01
Every FHA fault LRU LRU LRU
hazard of severity 1 + FM + FM + FM
or 2 is analyzed by
an FTA fault tree.

P Cad [ P | PO L | = |

FMEA-HWCIT0 Every FTA fault tree path is
traceable to the failure mode(s)
Eailure of one ormore LRUs. This
LRU Mode FMEA ID traceability can be shown in a
- F A1A2-01 e table as illustrated below. The
5 1AE03 left column lists each unique
FMEA considers effects of 5 LRU and failure mode found in
one failure mode at a time. ; 3 ” the FTAs.
Most FMEA failure m_Odes 2 LRU + Typical HWCI Failure Mode
are latent or cause minor 3 3 " (Failure Mode) FTA Case (FMEA 1D)
:Ennseegsuegge;na;ﬁ;igz;?g 2 @ ACP fails (CO alarm inoperative)| 24-07-02-01) 7.0 A1A2-01
Traceability can be shown in 3 :
a table as illustrated below. 4 Every .LRU failure
mode in a fault tree
Failure appears in a FMEA, but
HWCI|  Mode FHA Case not all failure modes in
(FMEA 1D} a FMEA are cited in a
70 | A1A5-03 | 24.06-03.03 fault tree.

https://www.omnicongroup.com/blog/443-march-2017-fmea-vs-fta
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4761 XK} 9l 7|

Aircraft Level System Level Item Level
Concept & Arch Development I_ﬁauanmame Preliminary Design rﬁummm Detailed Design
A/C FHA
/ System FHA
Func. 2 " e
Func, | ction|phase |Foiure  [Failure  |classif T Item FMEAs
Cond Effect cation L
Ref [Hydraulic System —
I
Loss of ; ;
Crew is [Speedbrake System | ltem FMEAs
e Landin Decel. unable to |Catastr I
1.1.1 |A/Con RTO g Capability S AJC | el IThrust Reverser System .
Ground on = funwa P |
Ground ¥ Brake System
o Failure Classifi
unamunc lcrew must ;alflure Func. |Phase |, Failure Effect | = System FMEAs
Decel iated use - |Elect rical System
: Loss pf All |manual Mator iCrews ability ;
1.1.2 |A/Con |Landin, 3 i
G"r d € | Automatic |procedure | ) _ Nioss of Al o stop A/C [Braklng Bystem |
roury Stophi to st 36-40 |Wheel |Landi Hazard -
opping |[to stop _.4 Wheel lon runway to Hydraulic System
Fns. AfC 11 Braking |RTO : i ous
Braking significantly
reduced F )
Afc FTAs ebdos kneess Crew must -
Auto s use manual
X B 1.1.2 Brakin Landing |of rocedure to Major I
Loss of Decel. ] e Autobraki |P A/C
Capability ng e -
on Ground SSA FTAs
A —1 Y
A\ —_
PSSA FTAs
y - Loss of all ]
Wheel Brakin
Loss of Loss of Effective Loss of al! - B
Thrust Reversers Wheel Braking Wheel Braking 10
IG
ﬁ I ]
| [ . Loss of Loss of All Loss of
Loss of Loss of Lassal Loss of All | Loss of MNormal || Alternative || Reverse
All Wheel Normal || Alternative | Reverse Braking Braking DESRinE
Speedbrakes Braking Braking Braking Braking
. 9 L 5 .
[
L I
[

e Quantitative Quantitative
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|9A97 3jedddly

[on97 widlsAs

[9A97 WY

4754 + 4761

AIRCRAFT SYSTEM ITEM
REQUIREMENTS | REQUIREMENTS | REQUIREMENTS ITEM DESIGN
IDENTIFICATION | IDENTIFICATION | IDENTIFICATION

Aircraft Verification ' >

ITEM SYSTEM AIRCRAFT
VERIFICATION VERIFICATION VERIFICATION

Aircraft FHA Y TP ASA
PASA Systems Verification > Aircraft CCA
Aircraft CCA

_v_______

- g - - - ———

System SSA
System FHA : Verificati System CCA
PSSA em Verification System FMEA /
System CCA EMES

i System FTA

! System FTA System CMA

E System CMA System FMEA /
| ' FMES

Software Design
Hardware Design

| FHA: 7| SsQ8eA

L PSSA: AlagAHQbH gL 1

SSA: A|ARIQHH G HL
DO-178/DO-254 P CMA: SERE BM

. - rocess gl g

ARP 4754 Process ED-12/ED-80 Process FTA: DA

FMEA: 1EEE 2 FE 24
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FMEA ZHCHH

E: D AE L B cH:
« Single Failure Analysis e 2] 2Ofo| 013 E o
« Hardware/Software Interfaces ¢ 7| 2|2| A|Z}
« Requirements « A5l O|=
» Design - =M 7|F QE
 Detailed Design o CHQl NAFANSHOF A
. 2o N ETHEILS
- M HF 2 BEHOE =
. olgtel 1
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Outlines

* Are you safe?
« Hazard & Risk in Avionics
 Fault injection

* Model based Automatic Risk analysis System (MARS)
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Y
n°J

=l Fault Injection overview

o FI?
— ZABHS EFZ A|AE) B E/ESWOY| =
- S &H 2 1Y JE JEfHR 7
- nF ATt EA
- Ef
- AYE
- 2T A=
— F A (Vulnerability) A1
- Zet 0T A A2E N B
« =2
o TT
— HW, SW, Simulation, Physical, hybrid tools
o« XIM
o

Dynamic & complex A| A HI/El/H E/SW 2 A
— Observability, controllability =| A= 4 1f
- NEZIE EANoz X
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Fault injection Types

1. Physical fault injection
— Electronic/electrical, mechanical, hydraulic targets

2. Software fault injection
— Software

3. Simulated fault injection

— RTL/ESL simulation design model
— Hybrid design model

I
2018-11-15 Dependable Embedded Systems Lab. 40



Physical fault injection

. H9)

2K SER00] S8 YH|E AESHH 27 T

o AFXH
O a
— AR YN LTS AATY AHS AN S US.
- ST NBS I #EC
e C}X
- 3
- AES S5}7| 9Jof 2|23 prototype X|ZH0| T
- 7| 7 SAAA Zo}oj2ig
- 23 B Hofoh Al A LIS NEj 24008
- AE | 75, Aol IE9lE S8 Be v go| Te

« Example tools
— RIFLE, FIST, MESSALINE, FOCUS
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Software fault injection

s fe]

- 2AZEQ 0] AL i Hho|LH2| Y Ao Z Fe
— Compile-time injection(code modification)

— Runtime injection(JTAG, time trigger)

TS
o O
- 01*E‘E|9’1I0I A e0Me Z-2 A—™EO| 7S
= JH| K| 2f 22 kemel | 2AZEQO S HS2 =
 ASZQUAISE S8 a5 US.
CIA
-
- 22T FEIQIAAE 7Hd
- AL 80 B Eo gr54 el utd.
ALl

— FIAT, FERRARI, XCEPTION, EXFI, GOOFI
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Simulated fault injection

o X Ol

— A o|M nEHIS Aoz Zist

o X Ol
o= T -+
« =B
O'I'I'
— & X|&l: Fault injection system task, Tool commands
— 2 8 =74 :Simulation model modification(Saboteur, Mutant)
— £ £=4: Simulation kernel modification
e XIHM
O Od
— AMAE A=V 228 AlF0] 7hs
- AMZu Z 40| 2 2A4HZ0] 0|
— ZAgof cfet Mo eF =H 0| 0
° El—X‘I
L 3
- REO =ML IO [E 2T SUL ZEEH St
— X A|AE0f |5l O =2l A|E20|M S
— Al=d[0|d A0 HE SVt [HE =40 o=
« At

— SystemC fault injection, Verilog fault injection, Simulink model fault injection

I —
2018-11-15 Dependable Embedded Systems Lab.
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Fault injection tools classification

Fault Injection

Access-| Observ- | Intrusi-|Repeat-

Cost Types Tools
Types ibility | ability | veness | ability
Pin Level FI [RIFLE3, MESSALINE
HW-Based | pirect .
i high none Bus Level FI [Y-CAN Platform
Fault Injection
.. Power Supply FI [MARS
Injection
Indirect Heavy Ion
high none |[FIST, Cf-252,
Injection Radiation FI
Non Automated
SW-Based [ sw IAT, Xception,
SW FI
Fault during high low OCTOR, EXFI,
Fully Automated
PP Runtime OOFI, DEFINE
Injection SW FI
Tool Command MEFISTO
. Model- high high high Saboteur IREACT
Simulated
modified Mutant VERIFY
Fault
SystemC model [SystemC fault injection
Iniection | Simulator-
jectio high high none high low | Verilog model [Verilog fault injection
modified
Simulink model [Simulink fault injection
|
2018-11-15 Dependable Embedded Systems Lab.
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Simulated fault injection

Kernel modified simulated fault injection

1. SystemC-Fl fault injection
2. Verilog-F| fault injection

Commercial tools

1. VPI- VFI fault injection

Hybrid fault injection

1. JTAG fault injection
2. HILSFI fault injection

I
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Simulated fault injection summary

Verilog Procedure

SystemC FI Verilog FI Interface-VEI
: : Electronic System Gate Level,
Simulation .
Level Level Reglster—Trgnsfer Level
(System() (Verilog)
Injection Kernel Verilog Procedure
Mechanism Modification Interface (VPI)
RTL/ESL SystemC ICARUS-Verilog | ModelSim, NCVerilog
tools (open source) (open source) (commercial)
Fault type : Transient, Permanent, Intermittent
Fault Fault time : User / Random
model Fault location : User / Random

Fault value : Stuck-at-1/0, Multibit-1/0
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SystemC Fl fault injection

» SystemC FIl overview
 SystemC Fl procedure
» SystemC FI mechanism
 SystemC FI fault models

 SystemC Fl failure results

I
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SystemC Fl overview

« SystemC Fl
— SystemC simulation model 7| gt Agt+=¢Ql =24
— Simulation kernel modification 7|8F Agt==0Ql HIEH =
— Systemc_Fl.lib
» SystemC kernel library + Fault injection mechanism
> 7|2 & SystemC A| S8 0|M 2~3H:
> SAOf Zg =8 AlZlof w2t 28 S5 =

« SystemCFl Zgt e H

agt 37 Transient, Permanent, Intermittent

agh Azt Random / Deterministic

22 9% oo Do
agt x Stuck-at-1(0), Single-bit/multi-bit
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SystemC Fl procedure

SW : Benchmark |
| |89
m Benchmark ’-i § \/
SW - SIW Reliability
e Model Reports
N Log
HW: SystemC — P Files
Design Model H/W ~—~— —— CJD
Processor/ Q Simulation c: ———
Memory ; Model | VCD
Design Model g > Fault o g 1L dump _
B Injection [[Z] 2 = [ > 98
SystemC_Fl.lib = Simulation 5 2. "Fge"_“"w >
3 egister
__J Kernel S 8 L dump
Fault Scenario S =
Fault XML XML Parser - ]
0
k< > >]
Setup * Execution k Analyze f

« SystemC open source simulator
— SystemC_Fl.lib - SystemC kernel library + Fault injection mechanism

« 3-stage operation: Setup = Execution(injection) = Analyze

2018-11-15 Dependable Embedded Systems Lab. 49



SystemC FI mechanism
CSimuIation StarD

Initialization

phase
v

Evaluation phase

Y

|
Injected time

Check

A

* -
Update phase

w No
Yes
Fault Gen. &

Injection

T: Time
L: Location

Y
Delta notification
phase

Untimed
Event?
Yes
Timed notification
phase

Simulation
Stop Time?
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SystemC Fl failure results

Golden run simulation

bus_imem_1[31:0]= EEZENEEEEEEEEEEEE T A

bus_if instr[31:0]= [([[EZIEEE 7 = 5
bus_decoder_instr 31 26[5:0]= [T T
bus_decoder instr 25 21[4:0]= [ e

bus_decoder_instr_ 25 0[31:0]= [[EZEEEEEEEE N - 7

bus_decoder_instr_20_16[4:0]= [ 3
hus_decoder_ instr 15 11[4:0]= [
bus_decoder_instr_15_0[15:0]=

bus_decoder_instr_10_6[4:0]=

bus_decoder_instr_5_0[5:0]= [EllEEEEEEE T
bus_alu result[31:0]= 00450159 00000028 D24EEACE 00000001 00480179
Fault injection simulation gi=- Fault Injection
bus_imem_1[21:0]= EEREEEEEEE N AEAFODZE
bus_if_instr[31:0]- (D =TT 3 1T T A o LI |t Propagation I
bus_decoder_instr 31_26[5:0]= [ E] oc 00
bus_decoder_instr 25 21[4:0]= TS T

bhus_decoder_instr 25 0[31:0]= [z &7 N 1 R - 5 -
bhus_decoder_instr 20 _16[4:0]= [ e,
bus_decoder_instr_ 15 11[4:0]=
bus decoder instr 15 0[15:0]=
bus_decoder_instr_10_6[4:0]=
bus_decoder_instr_ 5 0[5:0]=
bus _alu result[31:0]=

*  Bus_imem_1(Instruction memory output signal): 0x31EF0003—>0x31EF8003
—  Golden Run - andi $16 $16 #3 --Fault injection Run: andi $16 $16 #8003

»  And operation failure
—  AALADE 1(normal) = 0x8001(failure)
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QIHIC| S EFZI DEHEA : JTAG FI 27

<Host PC> <Debugger>
- TN
UsBeiZ ~ {11111

:' I
| JTAG 91
-+ Fault injection script
-2R7Y RY, OFFY WK FY l
E* Host PC

. —script 2E 3 £& 23} RUE|

-+ Debugger
! —dj4 ojojx| & Ze F IEE

-* Target Device
. - Debuggerti|M HO|H & CIER2E
o} 4l 3l

<Fault injection script> <Target device>
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JTAG Fl overview

4 DES Embedded Board 7 )

JTAG
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HILS E}Zil 11 & 2 A HILSFI

- - - Interface Board
Simulation Unit (iNCITE)

(UMPC)

Receiver

Servo
Controller

HILS prototype system
= Simulation model + FPGA board +
Servo controller + RC Car
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HILSFI target block diagram

Car Control S/IW

)

Simulation Model (ESL)

MIPS Memory

Bus Function Model

1 b

Interface FPGA

BFM Transactor
(AMBA)

UART]| | Flash | SRAM
|/F |/F |/F

Hardware

2018-11-15
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Simulink 2&: C 7| XIBRH=E] +

——_]

ADC

M

Mk

Air Speed
127.0.0.1
Data
Port: 10006
X-Plane Data IMFP L | o |||
UDP Receive1 - Dynamic Pressure :
Tdicated AS Pressure Alfitude(Hp)
EquivAs [» Pt
TrueAS
Mach [» »| Ar Speed Dynamic Pressure Volt
wip ve 1 ]
WeatherPrs [ Calibarated Airspeed(Vc
WeatherTemp
WeatherWind
: P AcA Static Pressure Volt
AircraftPrs [ g
AircraftTemp [ S M) h'i:l |
AircraftDensity [» Mach(M)
AircraftDynamicPrs [ Ps
b ReceiveData AircraftTrueAS | ) Attitude ACALVOR
AircraftAcA -
vt
Roll [ 'i: |
Yaw
Longitude [»
e 1 |
Alitude AcA = ﬁl:l |
Elevator [» Static Temperature(Ts)
Rudder > Altitude AoA_volt
Throttle [
Checksum > Air_Density_Ratio ==:| |
XCI_Data Parser Air Density
Static Pressure
ADC(Air Data Computer)
|
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AMEZ3 ESEF
A

— Flight Simulator: H| 2 12 A O!
— Air data test sets and sensor : & =

Air Data Test Sets

ADTS-505

Altitude

Speed

IMFP Sensor Module

Static

Ps Sensor Micro
Controller

Ld
Pressure

Total _,}| p. Sensor

Pressure

Dynamid Pressure  Statiq Pressure

| Altitude

X-Plane 10

Speed

::::: pa—
—
S
(&)
Kol T e R
2=
=
3 Tadeges)
| =T
i ==t
ADC Model

2018-11-15

Flight Data
Analysis

%
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ult Injection Run

Fa

Golden Run

inHg

32

31

L=
m

29
28

NIH(E)

0:00.03 0:12.53 0:25.03 0:37.53 0:50.03 1:02.53 1:15.03 1:27.52 1:40.03 1:5252 2:05.02

27
26
25

ol
KI-

jol
(|
70
I

ok %0

<o

= 10|

58
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1. Safety analysis
— FMEA, FTA requires fault injection evidence

2. Functional safety evidences
— 15026262 requires fault injection evidences

3. Reliability measure
— Power, area, cost, timing, temperature, ...
— What about lifetime?

4. Model-based safety analysis
— Simulink fault injection & reliability analysis

I
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Outlines

* Are you safe?
« Hazard & Risk in Avionics
« Fault injection

* Model based Automatic Risk & Safety (MARS)
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FMEA/FMECA 4t S

 Applicability  Risk analysis
— Anticipate the analysis — Statistical methods
— Automation Info management — Requirements-based criteria
— Guideline — Economic criteria
— Complex systems — Historical data:
— User interface — Qualitative criteria:
— New criteria * Problem solving
» Cause and effects — Results representation:
representation — New methods to be integrated
— New methods for Failure Modes into FMEA
identification — Use FMEA for other purposes

— New methods for Failure Effects:
— Combine multiple Failures Effects
— New methods for Failure Causes
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FMEA/FMECA Methods & Tools

* Databases * Prototyping
— Physical effects — Simulation
— Historical data — Test
— Costs
— Others e Others
* Mathematical, logic and — Infographics
statistical — Functional Analysis
— Fuzzy — Ontologies
— Bayesian network — FTA (Fault Tree Analysis)
— Petri net — Scenario
— Statistical (analysis of mean and
variance)
* Problem solving
— QFD
— TRIZ

— Methods for maintenance planning
— Brainstorming

C. Spreafico et al. / Computer Science Review 25 (2017) 19-28
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FMEA &HCEFA Review

A D A Y G} chE:

« Single Failure Analysis - O £20fo| o1&

* Multiple Failure Analysis « 71 3|9 A|ZE

« Hardware/Software Interfaces + 4& O|&

» Requirements « =AM 7|15 oE

» Design e e N PSS el S = ]

» Detailed Design - SO EHEEEItS
- M HEF Y EEHOHS
- O/=2l 1%
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Future FMEA/IFMECA = &

AS IS TO BE
+ 02 20fQ| K2 R+ + 2o g 2
+ U R[9 AZ! + W22 Al
- Y oE - O|EH EtEd =7t
+ =AM 7|F 2E + =M 7| E2 A
-+ CHE Y SN2 - SE A N3
+ IY LY HE =S » O3 1y & 7]s
» JHE AT EHEONHEs - UHE ALY EHEH S
- 0=l g + JtsetEE AE =0
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. SR
_ FMEAZ X}= 3}
- 7% A5 2N 49| HE A~ Ot RESE

- D& 7|8 A =Y
- g TR/ =Y

* Model based Automatic Risk & Safety (MARS)

— Al 22! prototype simulation model X| &}
— Fault injection 7| 2F FMEA & FTA
- 4 A B AYE A dEE AN R VE
- PRI FS o2 B
- AN 2 7|5 37 0f R B
=S AS?
_ 7H|:|I- =

-

0P

|_

L
Y
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MARS impact

Model based Automatic

Traditional FMEA Risk & Safety (MARS)

. Izclpl-lzé-l N I:CIDI-I:H
— Y engineering meeting — Std AN + ZEl run’
— Checklist 2+ QI — E|O|E O|O|E| Rt A A

* Problems: o« AtA
- 0{2f 2o olgl A7 - olgl AT QLS - Hat elnt
- HAIZHZ|Q) — ERAIZH 3]0 - Zat 2ol
— multiple component failures, — Single and multiple failure 2t 217+
— latent faults, ... — Latent fault 2t Q1 7}
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Fault Injection Manager

o
07
K
l

o
07!
0Q
0%k

Target

Co-simulation

Model

Criticality

Simulator

npN; 7|:||-|_H

(@]

- g

Fault Injection Manager > LAt
Simulator > 2 & A|=2|0|-M
Target Co-simulation Model
(Simulink)
(SystemC, AADL, SysML)

A
AN~

— HW (Verilog, VHDL)

= AX
o T
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FMEA (failure mode & effect analysis)

* FMEA worksheet
— Failure Mode: Light doesn't turn on

Possible Effect | Root Cause S| O D | RPN
Car inoperable Battery dead 10| 8 2 160
at night
Broken wire 8 3 60
Headlight out 6 | 10 120
Switch corroded 8 2 40
Switch broken 8 3 60
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Conclusions

* Soft Error = fault, failure, hazard, accident
— Reliability of embedded systems is ‘unknown'’

* Avionics uses law
— ARP4754, ARP4761, DO-178C, DO-254
— FMEA very expensive & difficult & not efficient

* Fault injection: key technology for Risk analysis

* Model based Automatic Risk & Safety (MARS)
— Fault injection + Model based safety engineering

I
2018-11-15 Dependable Embedded Systems Lab. 69




otmots s HAtS St
jwna@kau.ac.kr
HLZOF
- 23 202 0|83 YHICIE AIAY Al2|N A7
- QtHd, A2l d TIFEAM, 2ot A|A”! e
- TR A AE B 2, =2 2 E5] Ch

O H

F

— Fault tolerant systems

— System reliability

— DO-178C certified SW development
— DO-254 certified avionics development
H Lozt

— New 42|d HIA| &
—L850[7|artaSWIHEr 70| E

— OF—'—7~17¢ ZHd| (IMFP, RDQ)

— E= Z|&EASW

— HW, SW QIZ =1

— FMEA, FTA 2tE3t &7

E
A
A

2018-11-15 Dependable Embedded Systems Lab. 70



