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DNV GL - Introduction
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DNV GL Korea - Automotive Functional Safety Business Portfolio

Concept Engineering Vehicle Test FuSa Management

Item Definition

HARA (Hazard Analysis &
Risk Assessment)

FSC Engineering

Technical Safety Concept
(i.e. Safety structure,
safety mechanisms
design)

A-SPICE Process
Consulting

ISO 26262:2018 Process
Consulting

Safety Validation
Specification

Schematic Analysis
(SPFM, LFM, PMHF)
MCU/ASIC Engineering
Support

FuSa Audit
FuSa Assessment
A-SPICE Assessment

DIA Management

OEM Engineering Process
Supplier Management
Supplier Engineering
Review (e.g. TSC)

SW Architecture Design
AUTOSAR/OSEK Support
SW Safety Analysis, DFA

ISO 26262: 2018

Confidential
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Challenges for the SW Architecture

How the architecture can satisfy FuSa requirements?

= Consider..

SSRs

Different ASILs in the same SW architecture
Sufficient and effective safety mechanisms
ASIL decomposition

Evidences

etc

Safety Analysis and Dependent Failure Analysis

Confidential
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Architecture - example

Static Architecture - Data Flow (Nominal Control)

BATT voltage,
Cranking =78 &
|

BATTwoltage,IGN
on/off % I, MF
switch voltage B =, M/F
Switch S2TY I

.

ADCZ

=zt IGN orf

On/Off 2°] H%
EEEHE oM P
HO HH EY EE

3

Relay test
anEg

| Hof E2
2, LO/HI
20| =
=E

i
I
I
I
I
I
I
I
I
I
I

¥

L

Relay test F/B
off TE IR

On/Off 230 Mo H=
Lo/Hi 201 H|Of 413

Wiper
Farking
Status TE

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
1
1
1
1
|
|
|
|
|
|
|
L

Rain 2 &3 T2

A A EE

CAN signal (vehicle_Speed,
FR_Wheel_Speed), CaN
communicatien grror 2

Rain =3 Zf, LIN

communication ermor tli

Fommmmmm————— e ——————————

g S

[SW Component |
——
Function Call
CAN frame LIM frame | —--------------- -
Global
Infarmation
SPI frame
DNV GL © 2017 5 DNV-GL
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SW Safety Analysis

Background

Consideration

code level)Q| M2 +=HW3IX| &2

RHFOf Ciieh 2= At

Bl

o= &+

0

SWO| random faultE 12{8}X| %S
(=)

TASHK| S

Fault classification=

Failure rate estimation, failure mode distribution,
diagnostic coveragedl Z2 X0l M5 MK

oo
[Ecu=)

HW safety mechanismO| 1128{ & = U

Inductive, deductive 24!0f| CH3t recommendation
levelO

Description

Variable, C-function +=Z2| 242 +HIX| %A

T8 =F2| systematic faultZ 21t &2 SW architecture =F 0| A Ldlst=
Z} SW component?| 3% [HEE S5XQ 442 &3,

-_r‘.j &9 fault= code review, analysis (e.g. statlc anaIyS|s run-time
analysis), testing= Sl & “' =8 =d

MCUZ2| processing core, memory <
f28ecz 18 2 = UF

SWE XM A2l random faultE 7HX| 1 UX| (S

SPF, RF, MPF= HW faultdf| 2t HE&|= 71

Z9| fault (transient fault =) ¥ =7}

£7 SW faultE= HW safety mechanismOi| 2|5l cover® = US (e.g. MPU)

XX ES
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SW Safety Analysis and Dependent Failure Analysis - Background

Failure of an element of an item resulting from a root cause (inside or outside of the
Cascading Failure  element) and then causing a failure of another element of elements of the same or
different item

Common Cause Failure of two or more elements of an item resulting directly for a single specific event
Failure or root cause which is either internal or external to all of these elements

Cascading Failure

Root Cause

W Component 1
Faulty output by SW

e ——————]  COMponent 1 failure

Faulty output by SW

[ SW Component 2
component 2 failure

[e————————

1 1
: Common Cause Failure :
1 IFaulty output by SW
Faulty output by SW : [ ) j Component 2 failure
Root Cause Component 1 failure i SW Component 2 i
1 1
1 /1
Component 1 1 1
: :Faulty output by SW
1 [ A 1 Component 3 failure
Faulty output by SW 1 SW Component 3 i
Component 1 failure : \ J :
U U ———|
DNV GL © 2017 7 DNV-GL
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SW Safety Analysis and Dependent Failure Analysis - Background

Achievement of independence or freedom from interference between the software architectural
elements can be required because of:

— the application of an ASIL decomposition at the software level (see 6.4.3),
— the implementation of software safety requirements (see 7.4.11), for example to provide evidence
for effectiveness of the software safety mechanisms such as independence between the monitored

element and the monitor, or

— required coexistence of the software architectural elements (see 7.4.6, 7.4.8 and 7.4.9 and
ISO 26262-9:2018, Clause 6).

Safety-Related Function Intended functionality (safety related)
(QM(D)) Element No CF
. . No CCF, Intended functionality + safety = No CCF,
ASIL decomposition pair CF Sub-Element1 ] f Sub-Element2 mechanism pair CE
(ASIL C) J l (Qm)
Safety-Related Function (Redundant) Corresponding safety mechanism
(D(D))
Case 1 Case 2 Case 3
DNV GL © 2017 8 DNV-GL
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DFA - General

Coexistence Criteria

Conceptual Condition for
Architecture Design

Coexistence criteria= SHE8}7| ASIL Decomposition &&= IF-SM pairZ}
BHAME 7|2 B 27l 21 =2 IntegrityS & X|517]
freedom from interference 28| M £ Independence =Z10| BHE
Z0| BHE E|0{o} =l0foF &

Freedom From Interference Independence

Technical Condition for
Architecture Design

Cascading failureZ} 8i&= Cascading failure,

AFEQ common cause failure7}
ol= AMEj
HA - ©

Dependent Failures

Dependent Failure

DNV GL © 2017 9 DNV-GL
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Achievement of freedom from interference — ISO 26262:2018 (Part 6)

Timing and execution Memory Exchange of information
Faults Blocking of execution Corruption of content Repetition
Deadlocks Inconsistent data (read/write Information loss, delay, insertion
Livelocks timing) Masquerade
Incorrect allocation of Stack overflow/underflow Incorrect sequence
execution time Access violation (read/write) Information corruption
Incorrect synchronization Asymmetric information sending (sender — multiple
between software receiver)
elements Information sending to subset of receivers
Communication channel access block
Example Cyclic execution Memory protection Information repetition
Safety scheduling Error-correcting code (ECC) Loop back
measures Fixed priority based Cyclic redundancy check (CRC) Information ACK
scheduling Redundant storage Sequence numbers
Processor execution time Restricted memory access Alive counter
monitoring Memory static allocation EDC/ECC (error detection code, error correction code)
Program sequence
monitoring

Confidential
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Architecture(first step) - example

Static Architecture - Data Flow (Nominal Control)

Rain 2 &3 T2
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communication ermor tli

Function Call
CAN frame LIM frame | —--------------- -
Global
Infarmation
SPI frame
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Thank you for your attention

7 7| 5orH A
Byeong.gak.ko@dnvgl.com
010-5646-0923

www.dnvgl.com

SAFER, SMARTER, GREENER
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