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individual ‘transaction’ events successful transactions
D Multiple computer ‘mining’
servers check the validity of
the blocks in the chain.
\ ‘ / The quickest to check the
B L O CKC HAl N latest block, gets payment.
/ ......-..-..-..-...-.-... .

validated

as ‘honest’
part of the
' —p BLOCKCHAIN new blocks —p chain.
BLOCK of are added approximately
transactions

; every 10 mins.
includes a

I =z

: ¥ Y —>Reuicreo ..'_..’_."
security !
‘hash’ of :
previous I
block. [ _—

‘Openﬂlunhnhain




==M 22 OX| 2 HO|HE d=" =+ U H=0x= 7=

3

B3
EsS ZES ’
r éile;;;nig‘ ) 73 I:e'(-j-g'élr Ledger
_ House % t
s I K
— e ————

1

L‘edgér Ledger

Centralized Model Decentralized Model



n

Traditional Smart
Contracts Contracts

CONTRACT <contract>




Transaction 0x012BCFG4512

Bob (Buyer)

From : To:
Bob Bitcoin Sally Bitcoin
Address Address

Blockchain 1.0 - Bitcoin

Evolution
of
Paradigm

Contract Ox012BCFG4512

Code !
Receive {Scripting
language)

Bob (Buyer)

Bob Blockchain Address

Blockc g. Ethereum, ...

-

Sally Blockchain Address

§ ey
" A @

sally (Seller)

i S

sally (Seller)
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Patient-generated Health Data

“99% of patient activity happens outside of the hospital or clinic, beyond the
scope of the ER.”
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— Health history

Treatment history

Biometric data

—  Symptoms

— Lifecycle choices
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(Personal Health Record)
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PHR vs. EMR, EHR

Personal Health Record Electronic Medical Record Electronic Health Record
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Healthcare providers Patients Healthcare
Pharmacies P TR— Communities
Disease management vendors ﬁ < "

. Al
Healthcare device \ / Physician
\ 7 %Practices
\ Personal A

Government, employe I'S National Health
Partners Regional
Health plan P B e Partners
/ Conl'l-mt;mlty
. A0S
Internet sites <
,‘ Health
& 5\_7 g Plans
= Physacuan
Surescripts P
NHlN 3 ggs": ?a ?; ractices

from American Healthcare Technologies
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http://american-healthcare-technologies.blogspot.kr/

Interconnected PHR
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PHR on Public Blockchain
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Healthcare Data/Information Exchange
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Centralized Database? Cloud?
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Blockchain Technology — Promising Use Cases for Healthcare Industry

Patient Generated Data

Health

Home
Medical

Devices Activity
Monitoring
mHealth
Solutions
Hand held
Medical Tech

Connected
Equipment
Medical

Ambulatory
Med

OR Devices Devices

EHR/
EMR

Encryption &
Digital Sign

Clinical Data and Health Records

*  Storesdifferenttypes of health
data (e.g., images, genomics,
and labreports).

*  Consistsstructuredand
unstructured data

* Informationisencryptedand
digitally signed

Data lakes

Authenticate
Digital Sign

Decryption &

= i i

e 5 —
@ g C

Bm e B B
e Bo B S=

Blockchain

*  Consistsacomplete indexed history,
patient’s unigue identifier, and an
encrypted link to health record.

*  Eachrecord istime stamped.

*  Allpatientrecords (historical) are
togetherand stay with the patient.

. Patient has control overthe
permissions on whom to share with.

A

n A

Providers uses health
applicationtoaccess
healthdata

loMT

-8

Patients use mobile devices to
assign access permission to data
and to provide publickey

Health
nalytics &

Blockchain network consensus
enables disintermediation to
automate claim adjudication
and payment processing with
predefined smart contracts

Payers

Providers ? '

e

_{

.
2,

Patient

$635
Pharma/

Research

Distributed patient consent for
research/ clinical trials enables
data sharing, audittrials, and
clinical safety analyses

Source: www.hedthit.gov; Frost & Sullivan



Bitcoin transaction data

Recipient’s public key

Pointer to previous transaction

Unencrypted transaction
amount

Sender’s cryptographic
signature

Healthcare transaction data

Patient’s public key

Pointer to previous transaction

Encrypted C-CDA

Provider’s cryptographic
signature
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MediBloc Apps

Medical Certificates
Statistics Analysis / Search Engine
Intelligent Healthcare Assistant

Blockchain

Ethereum, EOS, Qtum ..,

https://ethereum.ora/

l§1 MediBloc

o REEERF

F

MediBloc Core

Data Network
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https://ethereum.org/
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3rd Parties

on MediBloc




Digital Healthcare Wallet.
Assistant. Billing. Insurance.

Imagine a digital healthcare wallet with all your medical
history accurately organized.
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Reduce Redundancies,
Raise Quality of Care.

MediBloc brings complete patient health autonomy to

your fingertips to help you provide better care, more patient time,
and produce better diagnosis.
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Real Time, Accurate Patient Database A
For Medicine #
MediBloc’s MED exchange opens the possibility -
for researchers to source accurate, A o
real-time medical data from patients, securely. & :
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I h n k For more Info
a. yo u . https://medibloc.org
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