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2014.8 2015.8 2016.8

% & : https://www.trustworthyinternet.org/ssl-pulse/

e Heartbleed /9 (20141 4%, CVE-2014-0160)
— TLS/DTLS" 0| keep-alive 7|52 M&sl=Heartbeat Extension AH(190| OpenSSLZI0|E
22joil A &R A0l JHX= WAL AIAH 22| HES EHRE = US
+ O[2f8t FUFol| Heartbleed(MME)2t= EH0| 27| E OlR= ZZ4APL AL CI2 HeartbeatS
Mol XEXo= HINH of2fst HUFS #H1 U= Mol SO DIzt YEIF 2834 22

LR7| 2

(a2l 8) Heartbleed 211

X EX 1 713 0[0]X] ZM

—Heartbeat2] FaXQI AL W2 (T2 9)0ll M2t 20| 22H0|HE T MHHOl| “bird"2h= LHE(payload)
= EUHAM payload?| 7|7} 4byte2fil UBFH, M= SHA| S20IAEZRE E2 4bytel

“‘bird"'E EIEHE

(15) DTLS : Datagram Transport Layer Security2| FXtZ M CO|E{T2H 7[|gto] EANAM LS5t EAMS et Z2ES

(16) https://tools.ietf.org/html/rfc6520
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I TREND SSL/TLS L HOt 0|%

(72! 9) ARl TLS/DTLSS| Heartbeat AF2 GilA|

@ Heartbeat - Normal usage

Server

Server, send me
this 4 letter word
if you are there :

Client “bird”

bird

% &x : https://en.wikipedia.org/wiki/Heartbleed

— (2 10)0l M2t 20| Xt Heartbleed FAURS 211 Q= A0 “bird"2t= payload 2t &7
payload2| 37|7} 500byteztn Q=0 2 A FHE HIUIH M= SHA| “bird"E Zatet H|=22)|
9| 500byteZts Z20|UE0 Hil
- “bird"Foll 712 2T LISOH A2l £ HeIt ZEE £ QS

— 32Ktz Heartbleed £HS 01Z510{ of Hofl Z|ci 64KB7IX| M2 M2 ZtS e +~ W|
120 XAHOR B2 B Aol SSL I |LE MR |, SRR /S S BIgst Heg oig
A Ol
T MO

(2! 10) HHAXOI TLS/DTLSS| Heartbeat AL Oi|A]

W Heartbeat - Malicious usage

Server

.
Server, send me bird. Server

this 500 letter master key is
word if you are 314314998531054.
Client there : “bird” User Carol wants
to change

password to

\“password 123" ;

% =X : https://en.wikipedia.org/wiki/Heartbleed

—Heartbleed F2H2 0penSSL 2t0[2242] 1.0.1 ~ 1.0.1f HFOf| A EHA(GHE F|eFdo| 2= 2014,
4 SA| EIMHO| OF 17%, 2k 502tHO| MH7} Heartbleed £|2FHo]| =&"7)

—Heartbleed 2XIZ 512517 | YlcHAl= ¥AH2| OpenSSL 2t0|E2{2|E 1.0.1g O|A HXOZ &0
go|=3Hof gf

42 | H7tSW BaAE|



+ OpenSSL 1.0.1 ~ 1.0.1f5 AtE5HOIZt 5H= AR, Heartbeat2 24 1 L= LHE(payload)zt
payloadQ| 37| Zt2 &Qlet= IiX| X R

+ Heartbleed F|2H0| &= AR SSL C2ISME 25 35Hrevoke)st RHELEHEHOE

o

® A0jM St SSL/TLS F2 HOt0lsr 0]2] Logjam S2(20151), Padding oracle £2(2014H),
Triple handshake Z}(201413), CSS injection(20141), Lucky 13 B2{(2013), BREACH
37(2013H), CRIME 374(2012H), BEAST 32(2011), STARTTLS Command Injection
(20114) So| Q=

m AARE
(B 1) Z|Z SSL/TLS =2 =0t 0]

Hor 22 2
HEIST 24 KHIAIZEZ H2fKXof| CHSH Ato|ERL M3Xt 7| H|5|E5t1
(2016. 8) LAg E5l| AS20| Makst 37|12 opH JavaScript A2 H[2M3t
DROWN 24 SSL 2.0 FokME 0|85 TLS A oo
(2016.3) s Tis SSL 2.0 Ak 3X|
FREAK 34 +& 53 RSA A2 f551¢ Z|A1 HOt x| &8 Y RSA_EX-
(2015. 1) brute-force 20z 7|2 A A PORT Cipher Suites H|&A3}
POODLE 24 TLS ¢9#S SSL 3.092 W SSL 3.0 oo
(2014.10) 2oHIS 0/2310] UE2S FH= ssk 304i% =4l
Heartbleed F[2FH™ OpenSSL 2i0|22{2] 275102 HAH| ZA HOLIiX| M 2 SSL
(2014. 4) AlAE B2 LI 95 oI=M T2

o TZES Ajlo| Z#510| Q= SSL 2.01} SSL 3.02 ©f 0[A AFR5HX| 2 TLS 1.0 0jA} AIRS &

® OpenSSL & #EE AZEQ0Q HO2 Qs UHFEIL REE + U282 oy ZU 2o XIS

R340t &t

=

® SSL Server Test?) 59| HOt MA =12 E5f AH{Q] SSL/TLS HOt [0 ({EE
sHoF et

ox

47|XMo 2 ZIAL

(17) https://en.wikipedia.org/wiki/Heartbleed

(18) https://github.com/openssl/openssl/commit/96db9023b881d7cd9f379b0c154650d6c108e9a3

(19) Keerthi Vasan K2|, “Taxonomy of SSL/TLS Attacks”, I. J. Computer Network and Information Security, 2016
)

(20) https://www.ssllabs.com/ssltest/

Al

27tsw

IAEl |43

=
ST



s TREND 20168 7H A AJEHEtO| ojn|et A
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n 20162 RS AEISH THIBIA AR 201740] 224 7IRS0| 22l 20| AISIE F3t

=
n S2Y JHBHA AIE TIES 26l SHOIME H7|E S I CiFsh 28X JHY, XSt 2
= 20164I5E] EAMOR MK THBHA ALY
® 2016E2 20150 JHEat £XPL EIY =IUH THHA AF0| AZFS ol 24%C 2 dEst= sz

M, hAEAL Melof chsH kel ey

— IDGO| =M 20161H0f 5 7 A0fA 2020H0= 179% 27 2l 22 MEe o2 oIS

s

LEY otne
(1) Worldwide Revenues for Augmented and Virtual Reality Forecast to Reach $162 Billion in 2020, According to

fstory97@spri.kr IDC (2016-08-15)
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Q1) I slolZ AIE

expectations - )
Cognitive Expert Advisors
Machine Learning
I~ Software-Defined Security
{ Autonomous Vehicles
Y« Nanotube Electronics
Software-Defined Anything (SDx)

lockchain

Smart Robots

icro Data Centers

Gesture Control Devices

‘ loT Platform

Commercial UAVs (Drones)

Affective Computing

Smart Data Discovery
Virtual Personal Assistants
Brain-Computer Interface

Conversational Usgr \nlerfaceS'—*

VDéL:nn;?';n‘/\?oDrlksspplgzz ' doman Enterprise Taxonomy and Ontology Management

Personal Analytics

Quantum Computing ugmentation

Data Broker PaaS ldbrPaaS]’_f
Neuromorphic.Hardware

T Connegted Home

Natual-Language Question Answering

Context Brokering

| B02.11ax Augmented Reality
Virtual Realit
General-Purpose Machine \mqtllgence [rtuat Reatity
4D P‘r'\nting
Smart Dust
As of July 2016
Innovation Peak of Trough of : Plateau of
Trigger Inflated Disillusﬂ:nment Slope of Enlightenment  p 4 ctivity
Expectations

>
- >
time
Years to mainstream adoption :

obsolete
less than 2years ©2to5years ®5to 10years more than 10years ® /o~ plateau

% &X| : Gartner hype cycle(20164 8g)

7efpiddol SAjet Ext &

=
a3t 7ied ez 215t EH%QI *HIIHEH H30= A
71E=0| LrEeol w2t 7Heealo] Lt iSoAIX| OIF =

e 20144 3¢ HO|AL0| QEEM% 2ZX 53R ‘AOiI Qla 8#
O0|3RAZE S CIsH 229 7|HS0| 7HA6iAl 7188 =

— 2016 HHE7|oll2t 1= 33X HO| FAt 2 Y=, 7%3._

(a2l 2) AR/VR EXx} &igt
Digi-Capital™ AR/VR Investments ($B)

1.2 1.8
1.6
1.0
1.4
0.8 1.2

2 / 10
I 0.6 -
€ \/ 08 =z
£ =
v 0.4 0.6 @
(4]
z 0.4

0.2

0.2
0.0 0.0

Q1 G2 Q3 Q4 Q1 Q2 Q3 Q@4 Q1 Q2 Q3 Q4 QT Q2 Q@3 QG4 Q1 Q2 Q@3 Q4 Q1
20112011 2011 2011 2012 2012 2012 2012 2013 2013 2013 2013 2014 2014 2014 2014 2015 2015 2015 2015 2016

® Investments ($B) — LTM($B)
% & : Digi-capital (2016-04)

(2) Louus Brill at Virtual Reality'93 SanFreancisco
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[ ]
N
(i

016HE=7IX| @E2A, HTC HIO|E, Sony R2H|HAIF =2 HMD7|7|2 QAE T ADIEESZ 0|2

FASIAL 717|101 AMMER} 7|0fVR I 22 FIERE, O2|1 O0|FRAZEQ| E2AUKXI} J|CHE|=

_ S| = -
£ 22t 5 UCE ol

o =0[7|71E0] MEO0|H

=) South Park: The Fractured but Whole(2016'4 8¥),

% EX 1 (EE A
(Z}= SHEH FullDive(20151 82), (%) VRScout(2016H 88))

(Meta2)

(Hololens)

% &x : (£}Z) Metavision (2Z) Microsoft

(3) 02, HIY A zE]

Ho

o &Rl THIEAI2016-02)
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ATE TJ|01 Je2 Vc‘! ol AIZY| SHtlE HFel £, 2H= A HIS JE7| #igh ZH= K&
7l I-'-7(|"°| XS &30 Hot B2 = Gl0| XHAR ALZAHEEE MS5ta, 0l
0l Hghet ZHIXQ MHIAS TIXIQl 5h= 7I=0f thet == ohY

(13 5) E22=0| QIE{T0|A

% &X : www.wired.com

® Jl=0i| chet =07t Al (ML H=D] Ehall, 7he Rt A2 S2ht 7149] I EXIQ 717| 259

45 N2 (50| BasE e I
— Olol T 242 PfoH EIOITIL, 7HAEHA HS0] S35101, 2N BNl ZEE Aol 2P

S ==
742 4 Q= 25I9sIa7IoRo| AL 2 B
- w5t ISHIS SO JHABIZ HRl0l BRsHE= AISSE 2Io0!, 0fF S5 TS 2|

Lol chEOHA| o 712A CtE o™
* HTC= Z=20i2t 10,000742] HTCOIRAIS 2Z510f ViveE EZ /&
* 422 20153 AAHCIME T0| 2L T2 IS MAGHH FTH] 0= 6742 47h=01M 102t HollA| B
SI¥OM, 1371% 374202 T2 IS Sfsige”

2 Hem g

| Z20| SOl SHh=| SI=HI0] 7420] #EA| HOE A2 O EE/0], RIHAZA

o &3 7j4ailo
I8, AEX EHQIHE, AX|LIOM, LA, 7N SO| CloEt 2opolA 222 A
#BE 8702 xj2RoBiA SI=golet AZER0]

(4) VR Market In China Is "Crazy, Like Really Crazy(fastcompany.com, 2016-08-17)

(5) 72, T A7 maol| 7HYBA(VR) 18 T2 BFESHCHOIAIORZA 2015-11-10)
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20161 TheRidd AIPHHEIQ| oln|2t AIARY

oF 14%

o TOA0| ofsi, 202010] 7AEA ATEY 0] A 9% 5HEt o] ALgXiol ofst
ARz MaE 2R o5

O Aol 20250il= 39 13 SHRt Ho| ALZXI7t A5t 39%2)

T

(a2l 6) 20254 VR/ARS| AT EY] AJE F0|

Exhibit 3: Our combined 2025 VR/AR hardware Exhibit 4: Our 2025 base case VR/AR software
and software scenarios

assumptions by use case

$200bn Military, $1.4bn

$180bn Engineering,

$160bn $4.7bn Videogames,
$140bn $11.6bn
$120bn

$100bn Healthcare, $5.1bn

$80bn

$60bn

$40bn T Education, $0.7bn

20b
$$0b: Real estate, $2.6bn Live events, $4.1bn

Accelerated uptake Base case

M Hardware

W Software

Delayed uptake

Retail, $1.6bn

Video

entertainment,
$3.2bn

Exhibit 13: Our base case user and software revenue assumptions

Datapoints on the

VR/ Current Lati 2020 Base case 2025 Base case
AR market size O assumptions assumptions
that could use VR/AR
To gauge the magnitude,
The m§rkgtVR/AR the population that VR/AR Users Software Users Software
is playing into - revenue revenue
could sellinto
~230mn installed base of
. VR/  $106bn videogame video game consoles
Videogames AR market ~150mn PC gamers in devel- 70mn $6.9bn 216mn $11.6bn
oped markets
~715mn viewers of World Cup
Live events VR $44bq|nl|ve sports ~160mn viewers of the Super 28mn $0.8bn 95mn $4.1bn
ticketing revenue Bowl
~92mn ESPN subscribers
Video ) ~450mn households for
entertainment R e el ALY Netflix's addressable market Zimn LSty o 2o
$107bn total real
estate commission 1.4mn real estate agents in
Real estate VR market in US, Japan,  US, Japan, UK, and Germany 0.2mn $0.8bn 0.3mn $2.6bn
UK, and Germany
$3bnin ecommerce
8 VR/  software market 1bn+ online shoppers In-store
Retail AR (impacting $1.5tr - 9.5mn $0.5bn 31.5mn $1.6bn
ecommerce market)
Education software ~200mn primgry and second-
_ VR/  market: $5bn for ary students in developed
Education AR K-12 $'}bn for higher  Markets 7mn $0.3bn 15mn $0.7bn
e 9 InUS, ~50mn K-12 and ~20mn
education
college students
vy Sebmgatent g e
Healthcare AR mo:ll(totrlng devices In|US, ~800k physiciansiand 0.8mn $1.2bn 3.4mn $5.1bn
arke 240k EMTs
~6mn engineers in US, Europe
. . VR/  $20bn engineering and Japan
Engineering AR software market ~2.4mn engineers/technicians 1.0mn $1.50n 3.2mn $4.7bn
inthe US
$9bn defense ~6.9mn military personnel " .
A e e oo P Assuming Assuming
Military VR/ industry training in “high income countries proprietary  $0.5bn proprietary $1.4bn
AR and simulation (World Bank) : :
- HMDs HMDs
market ~1.3mn US military personnel
Total 95mn $13.1bn 315mn $35.0bn

% &X : fastcompany.com(2016 8€)

(6) Virtual & Augmented Reality: Goldman Sachs Report (2016-01-13)
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o HUIE|ETH= XSiQt QB RHIYT 7| S IT7I&S S-5t0, ALEXI0AH QFdut Holds MSsH
= ASAY
— d2{ o=l A(Telematics) AH|AQ] SFEE 7HE.'9E CIE RIO[LH S41 7[Eh Aldnt RHo 2 A

AN HE n2E Salf OFstn mWa(st 715E MBS F= AHSARY
[oT(AFEQIESS!, Internet of Things)2| %*g 20 & MAXo 2 71 S| e T Qlom, e
7t540| = 20I=Z, Bl Intelligence= [0T2 HZE= A& = 20203 M NA| XtSAH Aotk

(9,2008t CHf) = 75%(6,9002t LH)Z ofl &

X BX 1 HLAEIET} HEE, HCH- 710K SRE

B2 IS, e-callse| O 7Is2 FHHEIETL 200N S5 d2ish= 7|

EH—fOIEH, uSEE, —’F—ﬂ’g YH SO 2HiY FE, A A2 #2| S2 H2ldE MEdl F= 7150l US

(# ) FLEIETE] TS

72 M Atgt
- ST W21 TP SO S0 Bi 715
- ex) 30 IS HE, TR EHX, A2 NS AL
I 23 1|2 H7 U AIRA HRINS 9510] XIS EoFEE Jls
*e e ox) XHEx] AlEl, 27 S8, 28 Ho|E| T4
SR} 2 A0 AEIRIBE HZ 7|
of o E [LEN R = O L= o o
AHEIIIS ex) ADIEE 92 SOU/IC|2/OIEM, BHI QA
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o K7l 1 2020 M| FLEI=TH AT 1,1002 S2(1,4909f Z2)2 20158 HET MEIE 29%2
ol

- Z4EIE7IR VIS & 2T EX TISu QFHRR0| 7HY 2 tEUS XXIY A2z oldE

(# 2) HLE|I=7} 20HE §EE(10Y R2)

2= 201544 2020 oImR NEE(%)
SHEZX 9 49 40
oy 10 33 28
AEH|QIHE 4 10 18
il 2 8 35
Rtz 22| 2 7 7
DHR 23| 4 b b

% =X{: Strategy&, In the fast lane, The bright future of connected cars, 2014

— NEERE HHEIS AHIA, DRTIEIA(Telematics) A, SA I, S0 5 718712 A3
OF Lt 4 2UOD| 8% 511 Lio] LIEIA ABlAL 12.3%, FHEIS MHIAL 65.2%7 8 F2e"

oT

o =L : 2020 I AHHIE|=7t A2 23 2o, HEAIE 4= 4400 T2 71 HYYY
— 22U HUE|S T} AR 20151 5.2 S2{oflAf 2020 23.09] SHaizZ AEH H2Q
— 10T2 SZC|= X2 £ 22 7|7t 60ITHoA 4402t CHZ 8HY 0|4 SHE Zgy

m FHHEET} T S

o 7HE|=7} 7182 0S S 7[EV|s, SAV IS MHAR Lis = U
— F|HIE|=7} SEJEOIHE 0S E0foM= 0fZ0| 7H=3[0|(CarPlay), 722| 9l=20|= QE(Android

Auto) I} @ AA ZaiE0| n|2{2l3(Mirror Link), HU|H|(Genivi) 50| {2 7=

— JfRIEEO] QIEI S 1E0f AR 24 K1} Qlmmet 2t SNZ Sa ADES H0/T M HIZS HlA

sfstE= V2X 71z o] 2l S

— B} MBEHE ABIAL HERKE SAl0| X120 9I%| A%, §1Z XTI, AT 2K § £7| Sefo] o

7|58 2 Mi3dts LallElA(Telematics)2t X|=, LHHIAOIM § 2ZIX0IA| FEE MIsh= 212

o= T-
HIPIHE(Infotainment)0|H, ADIEZS 0|2{2l5t0 XISXI0| HZsH= AHIAR LX

(1) GSMA(Groupe Speciale Mobile Association), Connected car Forecast, 2013.2
(2) BRI, MEQIE 23 FUAe S5 U AAE, 2016.7
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